
IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: REGULAR PAPERS, VOL. 72, NO. 10, OCTOBER 2025 5957

Impacts of Physical-Layer Information on Epidemic
Spreading in Cyber-Physical Networked Systems

Xianglai Yuan, Yichao Yao , Student Member, IEEE, Han Wu , Member, IEEE,
and Minyu Feng , Senior Member, IEEE

Abstract— Since Granell et al. proposed a multiplex net-
work for information and epidemic propagation, researchers
have explored how information propagation affects epidemic
dynamics. However, the role of individuals acquiring information
through physical interactions has received relatively less
attention. In this work, we introduce a novel source of
information: physical-layer information, and derive the epidemic
outbreak threshold using the Microscopic Markov Chain
Approach (MMCA). Our simulation results indicate that the
outbreak threshold derived from the MMCA is consistent with
the Monte Carlo (MC) simulation results, thereby confirming
the accuracy of the theoretical model. Furthermore, we find
that the physical-layer information effectively increases the
population’s awareness density and the infection threshold
βc, while reducing the population’s infection density, thereby
suppressing the spreading of the epidemic. Another interesting
finding is that when the density of 2-simplex information is
relatively high, the 2-simplex plays a role similar to pairwise
interaction, significantly enhancing the population’s awareness
density and effectively preventing large-scale epidemic outbreaks.
In addition, our model works equally well for cyber-physical
systems with similar interaction mechanisms, while we simulate
and validate it in a real grid system.

Index Terms— Physical-layer information, multiplex networks,
cyber-physical networked systems, epidemic spreading, informa-
tion propagation, nonlinear systems.

I. INTRODUCTION

S INCE Watts and Strogatz proposed the WS small-
world network [1] and Barabási and Albert introduced

the BA scale-free network [2], research on real-world
networked systems have often been abstracted as research
on complex networks, where nodes represent entities in real-
world networks, and edges represent interactions between
these entities [3], [4]. Some systems consist of multiple
complex networks intertwined in complex relationships,
often interdependent and inseparable [5], [6]. For example,
in communication and power systems, the communication
system requires power from the power system to function,
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while the power system relies on information from the commu-
nication system to distribute power resources appropriately [7].
Systems with similar dependencies include social networks,
transportation systems, and ecosystems [8], [9]. Meanwhile,
research on information propagation and epidemic spreading
has also garnered increasing attention [10], [11], [12].

In recent years, Li et al. have refined theoretical
propagation models by considering the birth-death process
of nodes and introducing the concept of self-protection
level, which describes an individual’s awareness of self-
protection [13], [14]. Funk et al., in their work on single-layer
networks, explored the coupled propagation of information
and epidemics, finding that in a well-mixed population,
information diffusion can lead to a lower epidemic outbreak
size [15], [16]. However, since much information is propagated
through virtual networks such as Facebook, Weibo, and
TikTok, Granell et al. proposed a multiplex networked system
where the upper layer (the virtual contact layer) represents
information propagation, and the lower layer (the physical
contact layer) represents epidemic spreading [17]. The nodes
in the two layers correspond one-to-one. In the virtual contact
layer, nodes can be in one of two states: U (Unaware)
or A (Aware), representing whether the node is aware of
disease information. In the physical contact layer, nodes can
be in one of two states: S (Susceptible) or I (Infected),
following the SIS model. The results suggested that effective
information propagation can influence the epidemic threshold
and reduce infection density [18], [19]. Bhowmick et al.’s
study further indicated that the steady state of an epidemic
is not only related to the basic reproduction number R0
but is also closely linked to the agents’ opinions [20], [21].
Research by Mishkovski et al. showed that the epidemic
outbreak threshold in a multiplex network can be higher
compared with the isolated networks [22]. Feng et al. further
explored epidemic spreading when individuals in an aware
state either do not believe in the existence of an epidemic
or are aware but neglect preventive measures, and the result
suggested that individuals without safety awareness have
a minimal impact on the spread of the epidemic when
randomly distributed, as the proportion of these individuals
increases, the infection scale increases linearly. However,
if high-degree nodes are selected, the impact of safety
awareness on epidemic spread becomes significant [23].
Guo et al. proposed the LACS model (a local awareness-
controlled contagion spreading model), where individuals
transition to an aware state and become immune to the
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epidemic when the proportion of aware neighbors exceeds a
certain threshold [24]. Given that interactions frequently occur
between multiple nodes in human communication, animal
brains, and ecosystems [25], [26], [27], Fan et al. introduced
a 2-simplex to describe peer influence and reinforcement
mechanisms in information propagation, expanding the forms
of information propagation [28]. The research by Zhang et al.
suggested that in the two-layer metapopulation network model,
self-herd awareness can properly curb the epidemic spreading,
and neighboring herd-awareness propagation can decrease
the infection scale [29]. Research by Velasquez-Rojas et al.
found that increasing the speed of information propagation
can reduce the prevalence of an epidemic [30]. Similarly,
Wang et al. showed that in a two-layer metapopulation
network, the rate of information propagation can suppress
the spreading of the epidemic, however, once the information
propagation rate exceeds a certain threshold, its effectiveness
in controlling the epidemic diminishes [31]. Gu et al.’s study
indicated that unverified information can still help curb the
spreading of the epidemic [32] while Chen et al. discovered
that negative information generated during vaccination can
lead to an increase in infection density, and an individual’s
willingness to vaccinate plays a dominant role in influencing
infection density [33].

While the above models enrich the information propagation
pattern, they remain limited to the influence of the information
layer on the physical layer and do not fully consider or ignore
the ability of physical layer individuals to acquire information
and subsequently influence the information diffusion in the
information layer. We should recognize the individuals’
agency—their ability to actively perceive information during
physical contact and take measures to protect themselves.
We know that in the physical layer when individuals interact
with others, they typically can initially judge whether someone
is infected by talking to them or observing their physical state.
When individuals perceive that someone they interact with is
infected, they take protective measures to avoid infection. This
helps protect themselves, their families, and friends, thereby
preventing the spreading of the epidemic. The Health belief
model in psychology suggests that individuals who perceive
a specific health issue as serious are more likely to take
preventive actions to avoid the infection [34]. Additionally,
Kahneman and Tversky suggest that when an individual’s
perception reaches a specific critical point or threshold, their
nature, state, or behavior undergoes a significant change [35].
The evolutionary game theory indicates that individuals
observe other individuals in the group and adjust their
behaviors according to the state of other individuals to
maximize their own interests [36]. In epidemiology, Bish and
Michie highlight the evidence that individuals who perceive
themselves as susceptible to diseases such as SARS, avian flu
swine flu, or pandemic influenza are more likely to engage
in preventive and disease management behaviors to protect
themselves [37].

To reveal the impact of different information on epidemic
spreading fully, we construct a novel cyber-physical networked
system with a multiplex networked structure. The upper
layer denotes the cyber layer, pairwise interactions between

nodes indicate direct information propagation between indi-
viduals, while the 2-simplex indicates higher-order interactions
indicating information propagation shaped by peer influence
and reinforcement mechanisms, such as social media, online
forums, etc. The lower layer denotes the physical layer,
describing the spreading of the epidemic through physical
contact in real life. Specifically, to accurately describe the
impact of physical-layer information on individuals, we use
a nonlinear threshold model to simulate the probability
that individuals become aware of the epidemic and take
protective measures according to the research above, which is
shown in the introduction of 1 - r (3)

i (t). Through extensive
simulations, we find that the infection densities derived
from the Microscopic Markov Chain Approach (MMCA)
closely agree with the ones obtained from Monte Carlo
(MC) simulations and the infection density decreases as the
information propagation rate increases. Meanwhile, the study
reveals that physical-layer information can affect the epidemic
outbreak threshold, indicating its potential impact on the
transmission dynamics of the entire system.

It is worth noting that some modern cyber-physical systems
involving information interactions, such as network security
systems, intelligent transportation, and smart grids, can also
be studied using this model. For example, we understand that
smart grids not only focus on power supply but also involve
the management of information flows such as monitoring,
data collection, and feedback. The research facilitated by
AI in circuits and systems gains a promising development,
which in return lead to a surge in electricity demand, making
the power system a highly critical infrastructure [38], [39].
Modern cyber-physical systems in the power grid have real-
time monitoring, dynamic control, and information services
through the seamless integration of computational systems,
communication networks, and physical entities [40], [41].
However, due to the relatively open nature of communication
systems [42], the power system is vulnerable to attacks,
which increases the likelihood of power outages and cascading
failures, posing significant challenges to the operation and
maintenance of the power system [43], [44]. In smart grids,
the transmission of electricity and the dissemination of
information resemble the physical layer (power flow) and the
cyber layer (control signals, communication information) in
a dual-layer network model. Specifically, fault propagation
in power grids is analogous to the “infection” mechanism in
epidemic spread. When a node in the grid (e.g., a substation
or distribution equipment) experiences a fault, it can trigger
a cascading effect, impacting the normal operation of other
components or even causing cascading failures. Meanwhile,
the grid’s communication system can receive and transmit fault
information and activate predefined isolation and recovery
mechanisms. Based on this, we conduct studies within the
U.S. power grid system to study the impact of information
propagation on power systems and verify the applicability of
the model on real-world networks.

The rest of the content is organized as follows. In Sec.
II, we first model the nonlinear cyber-physical networked
system and use the MMCA to derive the probability transition
equations to analyze the epidemic outbreak threshold. Then,
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in Sec. III, we compare the results of MC simulations and the
MMCA and study the impact of pairwise interaction infor-
mation, 2-simplex information, and physical-layer information
on epidemic spreading and information diffusion based on the
constructed nonlinear cyber-physical networked system model,
and validate our conclusion through case studies on the U.S.
grid further. Finally, in Sec. IV, we provide a comprehensive
summary of our findings, discuss the broader implications of
our results, and propose potential directions for future research
in this area.

II. MODEL DESCRIPTION

In this section, we first introduce the modeling process of
the nonlinear cyber-physical networked system and provide
the corresponding theoretical analysis. Then, we display the
node state transition process in the model based on MMCA
and derive the analytical solution for the epidemic outbreak
threshold in the steady state.

A. Modeling of the Cyber-Physical Networked System

As we attempt to study the coupled dynamics of information
propagation and epidemic spreading on a nonlinear cyber-
physical networked system, we have the following multiplex
network. The upper layer is the cyber layer, while the
lower one is the physical layer where the epidemic spreads.
To capture the randomness of information spread in the
network, the cyber layer is constructed using the Erdős–Rényi
(ER) random graph, considering both pairwise interactions
between nodes and additional information diffusion induced
by the 2-simplex while the physical layer is built based on
the WS network to reflect two important properties of real-
world networks: local clustering and short path lengths. The
nodes in the upper layer and the nodes in the lower layer
are in one-to-one correspondence, which implies that nodes in
the network are affected by both information and epidemics.
Also, the whole nonlinear cyber-physical networked system
is assumed to be undirected and unweighted, as shown in
Fig. 1. The specific construction process of the cyber layer
is as follows:

(i) We generate an ER random graph with N nodes and
a connection probability of p1 (0 < p1 < 1) to denote the
cyber layer. The average degree of nodes in the cyber layer is
denoted as k1 while k2 denotes the number of 2-simplexes that
each node may locate. Then, at this time, the node’s average
degree in the cyber layer is (N − 1)p1.

(ii) Let p2 (0 < p2 < 1) denote the probability of forming
a 2-simplex between any three nodes i, j, k selected from the
cyber layer. We generate a 2-simplex with probability p2 for
each set of three nodes in the cyber layer, and the newly
formed edges are added to the cyber layer constructed in
step (i), updating the original structure. Using the combination
formula, it is easy to obtain k2 = (N − 1)(N − 2)p2/2.

For any node i , we analyze the increase in the degree of
node i caused by the 2-simplex. There are three cases here.
First, in the cyber layer constructed in step (i), the likelihood
that neither an edge exists between i and j , nor between i
and k, is (1 − p1)

2. When both j and k are connected to i

Fig. 1. The proposed multiplex network. The upper layer is the cyber layer,
simulating the propagation of epidemic information. Nodes can be in one of
two states: Unaware (U) or Aware (A). The connections between nodes display
the propagation of information, with purple lines indicating that unaware
nodes can get informed by the aware nodes. The yellow triangular face denotes
the propagation of information through the 2-simplex. The lower layer is the
physical layer, describing the spreading of the epidemic, where nodes can be
in one of two states: Susceptible (S) or Infected (I). The connections between
nodes indicate physical contact, with red lines indicating contact between
susceptible and infected nodes while black lines indicate contact between
either susceptible or infected nodes. Dashed lines between the two layers
indicate one-to-one matching of nodes, and the network itself is undirected
and unweighted.

to form a 2-simplex, the degree of the node i increases by 2.
Second, the probability of no edge between i and j , but an
edge existing between i and k, is (1 − p1)p1. By connecting
i to j to form a 2-simplex, the degree of node i increases by
1. Lastly, the chance of no edge between i and k, but an edge
between i and j is (1 − p1)p1, after connecting i to j , the
degree of node i increases by 1.

To sum up, after constructing the 2-simplex, for any node
i in the network, its degree will increase by 2(1 − p1)

2
+

2(1 − p1)p1 = 2(1 − p1). In other words, by constructing
the 2-simplex, the network’s average degree increases by
2(1 − p1). Therefore, we have k1 = (N − 1)p1 + 2(1 −

p1)k2. By equivalence transformation, we obtain p1 and p2
as follows: 

p1 =
k1 − 2k2

(N − 1) − 2k2
,

p2 =
2k2

(N − 1)(N − 2)
.

(1)

B. Analysis of Individual States Based on MMCA

Since individuals may acquire information or lose it,
the cyber layer follows the UAU model, where U denotes
an unaware state and A denotes an aware state. The
transition from U to A occurs for the following reasons:
first, by contacting a neighboring node in state A through
the pairwise interaction with probability λ or the 2-simplex
with probability λ∗ in the cyber layer, which are shown in
Fig. 2; second, by being infected or getting the physical-layer
information through contact with others in the physical layer.
The transition from A to U occurs as the node loses the
information with a probability of δ.

The physical layer of epidemic propagation follows the SIS
model to denote the state of an individual, where S denotes an
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Fig. 2. Information propagation on the cyber layer. purple and green
nodes indicate nodes in the A state and U state, respectively. In (a)-(d),
node i receives information from its neighbors through pairwise interaction
(link) with a probability of λ. In (e), node i and its two neighbors form a
2-simplex (the triangular enclosure), but since only one neighbor is in the
A state, the conditions for information propagation within the 2-simplex are
not met. In (f), the 2-simplex is shown where node i transitions to the A
state with probability λ as informed by its A-state neighbor, and under the
influence of the 2-simplex, node i may also become aware with probability
λ∗. Additionally, at each time step, nodes in the A state may revert to the U
state due to information loss, with a probability δ, as shown in (g).

individual in the susceptible state and I indicates an individual
in the infected state. A healthy individual can be infected
by an infected individual with a probability of β, and an
infected individual can recover with a probability of µ. Once
an individual is infected, they automatically become aware (A
state). To distinguish between aware and unaware nodes, we let
βU be the probability that an unaware susceptible individual is
infected, and β A be the probability that an aware susceptible
individual is infected, where β A

= γβU (0 ≤ γ < 1) since
the nodes in U state are more susceptible to the epidemic than
the nodes in A state. Particularly, when γ = 0, it means that
aware nodes are completely immune to the epidemic.

Based on the above assumption, it is easy to know that
a node can be in one of the following states: unaware and
susceptible (US), aware and susceptible (AS), and aware and
infected (AI). Note that the state of unaware and infected (UI)
does not exist, as an individual becomes aware immediately
upon infection.

Let ai j and bi j represent the elements of the adjacency
matrices corresponding to the cyber layer and the physical
layer, respectively. ci denotes the number of 2-simplex around
node i , while ci jk indicates whether nodes i , j , and k
collectively form a 2-simplex. At time step t , the probabilities
that node i is in the states AI (aware-infected), AS (aware-
susceptible), and US (unaware-susceptible) are denoted as
P AI

i (t), P AS
i (t), and PU S

i (t), respectively. Furthermore, let
ri (t) represent the probability that node i has not received any
epidemic-related information from its neighbors. Specifically,
r (1)

i (t) denotes the probability that node i has not been
informed through pairwise interaction information, r (2)

i (t)
represents the probability that the node has not been notified
through 2-simplex information in the cyber layer.

Notably, Granell et al. were the first to propose a two-
layer network propagation model that effectively describes

the interaction between the information and physical layers.
In their model, they introduced the probability k ∈ [0, 1]

that an infected individual may remain unaware (UI), despite
being infected. Interestingly, they found that this probability
k had minimal impact on the overall epidemic outbreak
dynamics [17], [19]. This insight suggests that the presence
of unaware infected individuals does not significantly alter
the course of the epidemic. Guo et al. introduce a local
awareness threshold α in the information layer, where unaware
(U) individuals in the information layer only transition to the
aware state (A) when the infection proportion in their vicinity
exceeds a certain threshold; otherwise, they remain in the
U state [24]. Although those models enrich the information
propagation patterns, they remain limited by focusing on the
influence of the cyber layer on the physical layer, without
adequately considering or neglecting the ability of physical
layer individuals to acquire information.

Hence, we let r (3)
i (t) indicate the likelihood that the

node has not detected the outbreak by sensing information
in the physical layer. Consequently, 1 − r (3)

i (t) describes
the probability that the individual becomes aware of the
epidemic and adopts protective measures through physical-
layer information, analogous to 1 − r (1)

i (t) and 1 − r (2)
i (t) for

pairwise interaction and 2-simplex information, respectively.
The model of 1 − r (3)

i (t) can help effectively capture the
nonlinear dynamic response process of individuals based on
the infection status of their neighbors. Concretely, θ represents
the individual’s vigilance threshold. If θ is low (θ → 0+), the
individual is highly sensitive to the epidemic and will adopt
protective measures early. Conversely, if b is high (θ → 1−),
the individual will only consider adopting measures when a
large number of people around them are infected. α represents
the individual’s response intensity to the infection situation.
A larger α value indicates that the individual is highly sensitive
to changes in infection proportions of neighbors, causing
a sharp increase in the probability of adopting protective
measures, especially when approaching the vigilance threshold
θ . On the other hand, a smaller α value indicates a more
gradual response in terms of adopting protective measures.

Lastly, we let q A
i (t) be the probability that node i is not

infected by its neighbors when it is in A state, and qU
i (t) be

the probability that node i is not infected by its neighbors
when it is in the U state, then we have:

q A
i (t) =

∏
j

[1 − b j i P AI
j (t)β A

],

qU
i (t) =

∏
j

[1 − b j i P AI
j (t)βU

],

r (1)
i (t) =

∏
j

[1 − a j i P A
j (t)λ],

r (2)
i (t) =

∏
ci

[1 − ci jk P A
j (t)P A

k (t)λ∗
],

r (3)
i (t) = 1 −

1

1 + e−α(

∑
j b ji P AI

j (t)

ki
−θ)

,

ri (t) = r (1)
i (t)r (2)

i (t)r (3)
i (t),

(2)

where P A
j (t) = P AI

j (t) + P AS
j (t). Thus, we can directly

derive the microscopic Markov chain equations for the coupled
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dynamics of this nonlinear cyber-physical networked system.
For each node i, we have:

PU S
i (t + 1) = PU S

i (t)ri (t)qU
i (t) + P AS

i (t)δqU
i

+P AI
i (t)δµ,

P AS
i (t + 1) = PU S

i (t)[1 − ri (t)]q A
i (t)

+P AS
i (t)(1 − δ)q A

i (t)
+P AI

i (t)(1 − δ)µ,

P AI
i (t + 1) = PU S

i (t)
[
(1 − ri (t)][1 − q A

i (t)]
]

+PU S
i (t)ri (t)[1 − qU

i (t)]
+P AS

i (t)δ[1 − qU
i (t)]

+P AS
i (t)(1 − δ)[1 − q A

i (t)]
+P AI

i (t) [δ(1 − µ) + (1 − δ)(1 − µ)] .

(3)

In Eq. 3, for the first equation, the left-hand side is the
probability that node i is in the US state at time t + 1; on
the right-hand side, the first term is the probability that node
i transitions from the AI state to the US state at time t , the
second term is the probability that node i remains in the US
state at time t , and the third term is the probability that node
i transitions from the AS state to the US state at time t .
The meanings of the second and third equations in the set
are similar, and the transition probability trees of each state
are shown in Fig. 3.

When the epidemic spreading reaches a steady state,
we have PU S

i (t + 1) = PU S
i (t) = PU S

i , P AS
i (t + 1) =

P AS
i (t) = P AS

i , and P AI
i (t + 1) = P AI

i (t) = P AI
i .

To facilitate the calculation of the epidemic outbreak threshold
βU

c , we expand Eq. 3 near the critical point. We know that
when βU approaches the critical value, the epidemic cannot
outbreak, and thus the probability of a node being infected
is very small, i.e., P AI

i = ϵi (ϵi → 0+). Therefore, the
second equation in Eq. 2 can be written as q A

i ≈ 1 −

β A ∑
j b j iϵ j , and the third equation can be written as qU

i ≈

1 − βU ∑
j b j iϵ j . Substituting these into Eq. 3, we obtain the

following expression:
PU S

i = PU S
i ri + P AS

i δ,

P AS
i = PU S

i (1 − ri ) + P AS
i (1 − δ),

µϵi = (P AS
i β A

+ PU S
i βU )

∑
j

b j iϵ j .
(4)

Since P AI
i = ϵi ≈ 0 as βU

c near the point of epidemic
outbreak, P A

i = P AI
i + P AS

i ≈ P AS
i and P AS

i + PU S
i ≈ 1.

From the second equation in Eq. 4, we conclude that P A
i in

the critical state is given by:

P A
i = (1 − δ)P A

i + (1 − ri )(1 − P A
i ), (5)

where ri (t) = r (1)
i (t)r (2)

i (t)r (3)
i (t), and at this point, r (3)

i (t) ≈

1. Therefore, Eq. 5 can be obtained by solving a system
of linear equations or an iterative method using numerical
methods. Moreover, the third term in Eq. 4 can be further
expressed as:∑

j

[(
1 − (1 − γ )P A

i

)
b j i −

µ

βU I j i

]
ϵ j = 0, (6)

where I j i is the element of an identity matrix. Thus, solving
Eq. 6 reduces to finding the eigenvalues of the matrix whose
elements are m j i =

[
1 − (1 − γ )P A

i
]

b j i , and the minimum
βU that satisfies Eq. 6 is the critical threshold for the epidemic
outbreak.

Let M be the matrix with elements m j i =[
1 − (1 − γ )P A

i
]

b j i and the maximum eigenvalue of
M is λmax (M), then the critical threshold βU

c is given by:

βU
c =

µ

λmax (M)
. (7)

According to Eq. 7, we conclude that when information
propagation is not considered, the outbreak threshold depends
solely on the recovery rate µ, γ , and the structure of
the physical layer network. However, when information
propagation is taken into account, the outbreak threshold also
depends on the proportion of aware nodes P A

i .
Theoretically, as we gather information about network

structure, infection rates, and other parameters through
methods such as sampling surveys, we can construct the
corresponding propagation model for theoretical analysis.
when calculating the complexity of practical implementation,
we need a function to return the neighboring nodes of the
node i in r (1)

i , r (2)
i , and r (3)

i , with the time complexity
of O(ki ), where ki is the number of neighbors of the
node i . During every state transition process of any given
node, the time complexity for updating in the AI, US,
and AS states is O(1), O(ki ), and O(ki ), respectively.
Therefore, the max time complexity for the update process
of all nodes is O(n ×

∑n
i=1 ki ), where n is the number of

nodes, and ki is the degree of node i . Assuming that the
whole state transition process reaches a steady state after at
most Max_iteration state transitions, the time complexity one
simulation is O(Max_iteration × (n +

∑n
i=1 ki )). Supposed

the final results are getting through average over s simulation
times, then the max time complexity for the model becomes
O(s × Max_iteration × (n +

∑n
i=1 ki )).

As for the scalability of the model and the applicability in
real-world data, the research by Gómez et al. indicates that
Markov methods are highly usable for this kind of cyber-
physical systems [45]. Therefore, regardless of whether the
network is a synthetic network or a real-world network, the
model we construct can effectively simulate the propagation
characteristics

From the construction of the nonlinear cyber-physical
networked system to the derivation of the epidemic outbreak
threshold based on MMCA, we have theoretically developed
a novel multiplex network model. Next, we will further
investigate our model through simulations.

III. SIMULATION

In this section, we examine the fit between theoretical and
simulation results, and based on the simulation experiments,
explore the coupled dynamics between information propaga-
tion and epidemic spreading.
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Fig. 3. Probability tree for transitions among four states (AS, AI, US, UI). The probability that an individual i in the A state does not get infected is
denoted by q A

i , and the probability that an individual in the U state does not get infected is denoted by qU
i . δ denotes the probability that an individual in

the A state forgets the information, and µ denotes the probability that an individual in the I state recovers. It is assumed that when individuals in the UI state
contract the epidemic, they immediately transition to the AI state with probability 1.

Fig. 4. Comparison of the stationary density using MMCA and
MC methods. The red solid line and the red dashed line illustrate the
infection density ρ I and the awareness density ρ A obtained by the MMCA,
respectively. The blue solid line with plus markers and the blue dashed
line with plus markers display the infection density ρ I and the awareness
density ρ A obtained by MC simulations, respectively. In the physical layer,
the parameters are set as follows: the initial proportion of infected nodes is
1%, θ = 0.8, α = 10, and µ = 0.4. In the cyber layer, the parameters
are set as follows: the average number of 2-simplex each node is part of is

KS = 2, λ = 0.1, λ∗
= 0.1, and δ = 0.8. ρ A

=

∑
i P A

i
N , ρ I

=

∑
i P I

i
N .

The results are obtained from MC simulations, averaged over 100 iterations,
with β varying from 0 to 1 in increments of 0.02.

A. Methods

In this work, all the simulations are implemented using
Python 3.10. For the physical layer, the “Six Degrees of
Separation” theory proposed by Stanley Milgram indicates
that, on average, only five intermediaries are needed to connect
any two strangers in the United States. It highlights two
essential characteristics of social networks: short average
path length and high clustering coefficient. These features
suggest that individuals can connect with others through a
few intermediaries while maintaining close-knit relationships
with family, friends, or neighbors, forming small groups or
communities. The WS small-world network meets these two
core characteristics, making it a suitable model for simulating
real-world social networks. Hence, we generate a WS network
using the Watts_strogatz_graph () function from the networkx
package and randomly select initially infected nodes using
the random.choice() function from the numpy package. The
total number of nodes in the network is N = 1000 with the
initial 1% infected nodes. Each node has an initial number
of neighbors K = 4, and a rewiring probability P = 0.5.

Nodes in the physical layer correspond one-to-one with nodes
in the cyber layer. In addition, to simplify the model and
focus on investigating the impact of information propagation
on cyber-physical systems, we have also neglected potential
misjudgment behaviors when individuals attempt to identify
the infected ones.

In the current internet era, every individual can act as a
self-media, allowing unrestricted dissemination of information
beyond physical boundaries. The ER network, characterized by
random connections and relatively equal node relationships,
effectively simulates information exchange through virtual
platforms such as social media and online forums. Therefore,
for the cyber layer, we generate an ER random graph using the
erdos_renyi_graph () function from the networkx package and
construct 2-simplex using the combinations() function from
the itertools package, with the number of neighbors and the
number of 2-simplex determined per node by p1 and p2 in
Sec. II, respectively, where k1 = 10 and k2 = 2. Furthermore,
for simplicity, in this work, βA is set to 0, which means nodes
in the A state are immune to the epidemic, namely γ = 0 and
βU

= β.
In the second part of this section, to validate the correctness

and completeness of the theory, we simulate the coupled
dynamic process of the cyber-physical networked system
and compare the results with the theoretical value obtained
in Sec. II. In the rest part of this section, we conduct
simulation experiments to study the impact of different types
of information propagation on epidemic spreading and discuss
their significance for real-world epidemic prevention and
control, while we further conduct simulations on power grids,
verifying the applicability of our conclusions on real networks.

B. The Comparison Between MC Simulation and MMCA

In this subsection, we simulate the coupled dynamic process
between the cyber layer and the physical layer during epidemic
spreading using the MC simulation. We plot the steady-state
densities of infected and aware nodes under different infection
rates β to verify our analytical results. The coupled dynamic
process in the MC simulation is iterated with parallel updates
until the difference between the steady-state densities of two
consecutive steps is small enough.

Fig. 4 shows the comparison between the MC simulation
and our theoretical prediction of the epidemic threshold βc.
It also can be seen that the agreement between the MMCA and
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the MC simulation results is reasonably good when calculating
the densities of infected and aware nodes, both with an
average absolute deviation of around 0.02. Additionally, the
results show that the epidemic infection scale varies non-
proportionally under different infection rates. This not only
indicates that our system is nonlinear, but also highlights
that epidemics with higher infection rates lead to larger-scale
outbreaks, which can result in more severe social security
issues.

The slight overestimation of the theoretical values, com-
pared to the simulated ones, can be attributed to the simplified
treatment of P A

i and r3
i (t). In fact, to get the infection

threshold theoretically, we need to take the limit of equations
in the critical state. As shown in Eq. 5 in the original
manuscript, as βU

c near the point of epidemic outbreak,
we know that P AI

i is very small, but not equal to 0 completely.
After taking the limit of P A

i , the infection density P A
i will be

slightly smaller compared with the actual value. Additionally,
the approximation of r (3)

i further reduces P A
i relative to its

true value. As a result, the elements of the matrix M will
be slightly larger than their actual values, resulting in the
maximum eigenvalue of M being slightly higher than the
actual value, and this causes the theoretical infection threshold
derived from Eq. 7, to be lower than the real threshold. All
of those above will contribute to the theoretical infection
threshold being consistently slightly lower than the actual
threshold. This explains why the infection curve obtained by
MMCA does not perfectly align with the MC infection curve.

Furthermore, we should note that when infection rates
are below the MMCA theoretical infection threshold, the
epidemic will not spread. However, when the initial number
of infections is small but the infection rate is clearly above
the infection threshold, the epidemic will still break out,
though at a relatively slower pace. This is because the
transmission process is driven by both the infection spread
and recovery processes. The infection rate β represents the
rate at which each infected node can infect susceptible nodes
per unit time, while the recovery rate µ represents the rate
at which each infected node recovers to a susceptible state
per unit time. Therefore, as long as the overall infection
rate in the system is higher than the recovery rate, the
infection will spread among neighbors. Furthermore, with a
low initial number of infected individuals, infected individuals
are able to come into contact with a larger number of
susceptible individuals, leading to an epidemic outbreak. After
the epidemic spreads, the proportion of susceptible individuals
decreases significantly, reducing the contact opportunities
between infected and susceptible individuals, thus slowing
the epidemic’s spread. When the number of newly infected
individuals equals the number of individuals recovering to the
susceptible state, the infection ratio reaches a steady state.
Therefore, the initial number of infected individuals does not
directly affect whether an epidemic will occur or its scale, but
it can significantly accelerate the speed at which the epidemic
breaks out.

The simulations demonstrate that the MMCA effectively
predicts the infection rate in the network and the proportion
of the population aware of the epidemic. To gain a

more comprehensive understanding of the coupled dynamics
between information propagation and epidemic spreading,
we will explore the impact of different types of information
propagation on epidemic spreading in the following section.

To explore the impact of different types of information
propagation on the epidemic, we present the roles of 2-
simplex and physical-layer information in epidemic spreading
in Figs. 5 and 6, respectively, and compare the effects of
pairwise interaction, 2-simplex, and physical-layer information
on suppressing epidemic spreading and promoting information
propagation in Figs. 7 and 8.

C. The Impact of Information Propagation on Awareness
Density and Infection Density

In Fig. 5, we show the curves of infected and aware node
densities as a function of the infection rate β when each node
is located in 2, 4, and 12 2-simplices on average. The average
absolute deviation between the MC simulation and the MMCA
is around 0.024.

Comparing Figs. 5(a) and (b), we observe that as the average
number of 2-simplex per node increases from 2 to 4, the
infection threshold βc also increases with the number of 2-
simplex. When the infection rate β is below the infection
threshold βc, both the infection density and awareness density
are zero. However, when the infection rate β exceeds the
infection threshold βc, the steady-state infection density
decreases while the steady-state awareness density increases,
the phenomenon is more evident in Fig. 5(c). Although
Iacopini et al. have explored the role of 2-simplex in
suppressing epidemic spread through peer pressure and
reinforcement effects with significant results, they did not pay
attention to the impact and effectiveness of simplex density in
promoting information diffusion [28], [46], and in Fig. 5(c),
we notice an interesting phenomenon: when the infection
rate β is below the infection threshold βc, the steady-state
distribution of awareness density exhibits a biphasic region.
The first segment shows a steady awareness density of 0,
while the second segment shows a steady awareness density
of approximately 0.5. It occurs because, in the absence of
pairwise interactions and physical-layer information, although
2-simplex information propagation is relatively stringent, the
average number of 2-simplex surrounding an individual in
Fig. 5(c) significantly increases compared to Fig. 5(b). Under
low infection rates β, the probability of information diffusion
remains limited due to the stringent 2-simplex information
propagation conditions; however, when the infection rate
β is higher (still below the infection threshold βc), the
corresponding increase in awareness density in the cyber layer
greatly enhances the probability of information propagation
through 2-simplex, and at this point, 2-simplex information
propagation functions similarly to the pairwise interaction,
reaching the diffusion threshold for the pairwise interaction
information propagation, and the information diffuses. When
the infection rate β exceeds the infection threshold βc, the
epidemic breaks out, leading to an increase in infection
density, which correspondingly raises the awareness density.

From Figs. 5(a) to (c), we observe that 2-simplex informa-
tion propagation increases the infection threshold by approxi-
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Fig. 5. Impact of the number of 2-simplex on awareness density and infection density. The red solid line and the red dashed line illustrate the infection
density ρ I and the awareness density ρ A obtained by the MMCA, respectively. The blue solid line with plus markers and the blue dashed line with plus
markers show the infection density ρ I and the awareness density ρ A obtained by MC simulations, respectively. In the physical layer, the initial proportion
of infected nodes is 1%, r (3)

i (t) is not considered, and µ = 0.4. In the cyber layer, r (1)
i (t) is not considered, λ∗

= 0.5 and δ = 0.8. In (a), (b), and (c), the
average number of 2-simplex each node is part of is KS = 2, KS = 4, and KS = 12, respectively. The results are obtained from MC simulations, averaged
over 100 iterations, with β varying from 0 to 1 in increments of 0.02.

Fig. 6. Impact of physical-layer information on awareness density and infection Density. The blue dotted solid line, yellow square dotted solid line,
and green triangular dash-dotted line display the awareness density ρ A or the infection density ρ I obtained by the MC simulations for θ = 0.3, θ = 0.5, and
θ = 0.7, respectively. In (a) and (b), the curves denote the awareness density ρ A and infection density ρ I for response strength α = 10, while in (c) and (d),
the curves denote the awareness density ρ A and infection density ρ I for response strength α = 15. In the physical layer, the initial proportion of infected
nodes is 1%, and µ = 0.4. In the cyber layer, r (1)

i (t) and r2
i (t) are not considered, and δ = 0.8. The results are obtained from MC simulations, averaged

over 100 iterations, with β varying from 0 to 1 in increments of 0.02.

mately 0.1, raises the steady-state awareness density by about
3% on average, and reduces the steady-state infection density
by roughly 12% on average. Next, we will explore the role and
effects of physical-layer information in epidemic spreading.

A low individual epidemic vigilance threshold θ implies
that even with a low density of infected nodes, individuals are

likely to take protective measures to avoid infection. Observing
Figs. 6(a) and (b), we find that a higher epidemic vigilance
threshold θ corresponds to a lower infection threshold βc and
a higher steady-state infection density. However, the individual
epidemic vigilance threshold θ has little impact on the steady-
state awareness density, especially when the infection rate β is
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Fig. 7. Heatmaps of awareness density and infection density under different information propagation methods. (a) and (b) show the awareness density
and infection density when only pairwise interaction information is considered. (c) and (d) illustrate the awareness density and infection density when only
2-simplex information is considered. (e) and (f) display the awareness density and infection density when only physical-layer information propagation is
considered. In (a) and (b), in the physical layer, the initial proportion of infected nodes is 1%, r3

i (t) is not considered, and µ = 0.4. In the cyber layer, r2
i (t)

is not considered, and δ = 0.8; In (c) and (d), in the physical layer, the initial proportion of infected nodes is 1%, r3
i (t) is not considered, and µ = 0.4. In the

cyber layer, r1
i (t) is not considered, KS = 2 and δ = 0.8; In (e) and (f), in the physical layer, the initial proportion of infected nodes is 1%, α = 10, and

µ = 0.4. In the cyber layer, r1
i (t) and r2

i (t) are not considered, and δ = 0.8. All the results are obtained from MC simulations, averaged over 100 iterations.
The color of each panel consists of the density in a 50 × 50 grid.

high. This is because the physical-layer information provides
a source for information propagation in the cyber layer, and
as the infection rate β increases, more information sources
become available, leading to saturation in information propa-
gation within the cyber layer. Comparing Figs. 6(a) and (c),
we observe that the overall impact of response strength α

on epidemic information propagation is limited, as it has a
weak effect on decreasing the infection density and increasing
the awareness density of the population and the infection
threshold. A similar conclusion can be drawn from comparing
Figs. 6(b) and (d), where the response strength α has a minimal
effect on suppressing the spreading of the epidemic.
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Fig. 8. Impact of various information on awareness density and infection density. The blue solid line with circle markers, orange solid line with square
markers, green dash-dot line with triangle markers, red dotted line with diamond markers, and purple dashed line with X markers denote infection density
ρ I and the awareness density ρ A under the condition of pairwise information (PWI), 2-simplex information, physical information (PHY Info), integrated
information (Integrated Info), and without information (Without Info), respectively. As for the condition of Integrated Info, in the physical layer, the initial
proportion of infected nodes is 1%, θ = 0.76, α = 10, and µ = 0.4. In the cyber layer, λ = 0.24, λ∗

= 0.24, and δ = 0.8. In the circumstance of PWI,
2-simplex, and PHY Info, only the information represented by r (1)

i , r (2)
i , and r (3)

i , respectively, is considered. In the condition of Without Info, there is no
propagation of information during the epidemic. The results are obtained from MC simulations, averaged over 100 iterations, with β varying from 0 to 1 in
increments of 0.02.

In Fig. 6, as θ increases from 0.3 to 0.7, we observe
that greater sensitivity to the epidemic—i.e., lowering the
individual epidemic vigilance threshold θ—raises the infection
threshold βc by approximately 0.5 and decreases the steady-
state infection density by about 10%. Additionally, individual
response strength α plays a role in epidemic spreading,
such as decreasing the infection density and increasing the
awareness density of the population and the threshold of
infection, but its impact is far less significant than that of
the individual epidemic vigilance threshold θ . In summary,
we have discussed the impact of 2-simplex and physical-
layer information propagation on epidemic spreading, then we
will examine the combined effects of pairwise interaction, 2-
simplex, and physical-layer information.

D. A Comparative Study on the Impact of Different Types of
Information on Epidemic Spreading

We have explored the impact of different types of
information on epidemic spreading. In this subsection,
we compare and analyze the role of this information in
suppressing epidemic spreading.

In Fig. 7, we present heatmaps of awareness density
and infection density under different infection rates β as
a function of λ, λ∗, and θ , which are conducted without
considering the influence of the other two types of information.
In Fig. 7(a), we observe a rectangular region in the lower
left corner of the heatmap where the awareness density is 0,
since when the pairwise interaction information propagation
rate in the cyber layer is below the information outbreak
threshold, information cannot propagation. However, when
the infection rate β exceeds the infection threshold, the
outbreak of the epidemic provides information sources for the
cyber layer, and information spreads, forming the rectangular
region in Fig. 7(a). Comparing Figs. 7(a), (c), and (e),
we find that the higher the infection rate β, the greater the

Fig. 9. Impact of various information on the affected density in
the power grid. The blue solid line with circle markers, orange solid
line with square markers, green dash-dot line with triangle markers, red
dotted line with diamond markers, and purple dashed line with X markers
denote infection density ρ I under the condition of pairwise information
(PWI), 2-simplex information, physical information (PHY Info), integrated
information (Integrated Info), and without information (Without Info),
respectively. As for the condition of Integrated Info, in the physical layer,
the initial proportion of infected nodes is 1%, θ = 0.1, α = 10, and µ = 0.4.
In the cyber layer, λ = 0.24, λ∗

= 0.24, and δ = 0.8. In the circumstance
of PWI, 2-simplex, and PHY Info, only the information represented by r (1)

i ,
r (2)
i , and r (3)

i , respectively, is considered. In the condition of Without Info,
there is no propagation of information during the epidemic. The results are
obtained from MC simulations, averaged over 100 iterations, with β varying
from 0 to 1 in increments of 0.02.

awareness density. The larger the values of λ and λ∗ or the
lower the value of θ , the higher the awareness density. The
differences in the effects of λ, λ∗, and θ on awareness density
become less significant when β > 0.2. In Figs. 7(a), (c),
and (e), the average awareness densities are around 0.678,
0.584, and 0.573, respectively, which indicates that both three
ways of information propagation are effective in promoting
the awareness of people. In Fig. 7(b), when the infection
rate β is below the infection threshold (approximately 0.2),
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we observe that the epidemic cannot spread. When the
infection rate β exceeds the infection threshold, and as β

increases while λ decreases, the infection density increases.
Similar conclusions can be drawn from Figs. 7(d) and (f).
Comparing Figs. 7(b) and (d), with a fixed β, we find that
changes in steady-state infection density caused by λ are
greater than those caused by λ∗. Similar comparisons reveal
that in terms of impact on steady-state infection density, λ >

θ > λ∗. In fact, in Figs. 7(b), (d), and (f), the average infection
densities are around 0.329, 0.437, and 0.391, respectively,
which is consistent with our observation. However, we also
find that the changes in heatmaps for both awareness density
and infection density are similar, and their maximum values
are very close, indicating that λ, θ , and λ∗ have a similar
magnitude of importance and impact on epidemic spreading.

Regarding the impact of λ, θ , λ∗, and integrated
information on the density of aware nodes and infected nodes,
we specifically illustrate these effects in Fig. 8. Observing
Fig. 8(a), we find that, in terms of the impact on epidemic
information diffusion, the relationship can be described as
λ > θ ≈ λ∗. Similarly, in Fig. 8(b), regarding the effectiveness
of curbing epidemic spreading, the relationship is λ > θ > λ∗.

Overall, the integrated information, which includes three
types of information propagation, results in the highest
density of awareness, the highest infection threshold βc,
and the lowest density of infection. This is because a
higher density of awareness means that more nodes are less
susceptible to infection, leading to a lower overall infection
density. In contrast, as we disregard external information,
the awareness density of the entire population is the lowest
and the infection density is the highest. In other words, the
diffusion of information indeed helps to suppress the spreading
of the epidemic. Therefore, in real life, it is essential to
maintain connections with friends and family, stay informed
about relevant epidemic information in the media, and remain
vigilant in the real world. This not only maximizes self-
protection but also protects the family, society, and nation.

E. Application of Information in the U.S. Power Grid

To validate the applicability of our model to real-world
cyber-physical systems, we further conducted simulations on
a power grid system. The dataset comes from the U.S. power
grid, with 4,941 nodes and 6,594 edges, and an average degree
of 2.67 [1], [47]. In this system, power stations correspond to
the nodes, and power lines correspond to the edges. Power
stations fail at a rate of β, transitioning from the S state
to the I state due to overload, short circuits, or attacks, and
are repaired at a rate of µ. Additionally, there is information
communication between power stations via fiber optics or
radio, where a station receives failure information from other
stations at a rate of λ, and loses information at a rate of
δ. Power stations that receive failure information from other
stations will adjust their behavior to prevent issues such as
short circuits or overloads.

In the simulation of the power grid, we obtain similar
results, which demonstrate the applicability of our model
to real systems. Fig. 9 illustrates the impact of various

information on the affected density of the power grid and
indicates that information propagation helps to increase the
threshold that causes the outbreak of power station faults
and reduces the extent to which the grid is affected. Among
them, pairwise interaction information propagation is the most
obvious for suppressing fault spreading, and 2-simplex and
physical-layer information can also significantly reduce the
size of faults. However, if we give reasonable and necessary
consideration to all kinds of information, we can minimize the
impact of faults and ensure the safety of power grids and the
normal operation of social production and life.

IV. CONCLUSION AND OUTLOOK

In conclusion, this work constructs a bidirectional coupled
network of information propagation and epidemic spread,
based on the coupled characteristics of entity interactions
and information diffusion in cyber-physical systems. Using
the epidemic model as an example, we integrate various
types of information propagation, particularly the interaction
between the physical layer and the cyber layer, focusing
on the impact of physical-layer information on epidemic
spread. We also explore the dynamic relationship between
information diffusion and epidemic transmission. Additionally,
we further validate our conclusions through simulations in
the U.S. power grid. It is worth noting that, once the basic
network structure and key parameter information are obtained,
our model can easily simulate real-world scenarios, making it
highly scalable and practically applicable, while also having a
low computational complexity.

Our study demonstrates that in networked cyber-physical
systems, there is a nonlinear relationship between infection
rates and infection scales, or between power station failure
rates and failure scales. This means that diseases with
high infection rates or severe malicious attacks can lead to
large-scale population infections or equipment malfunctions,
triggering security issues and potentially causing system
collapse. Our results also show that information propagation
plays a highly effective and significant role in controlling
infections or defending against malicious attacks. Specifically,
in the case of epidemic spread, this is manifested in: Our
research suggests that, first, pairwise interaction, as the
most prominent form of information propagation, plays the
most significant role in curbing epidemic spreading and
increasing the density of the aware population. Second, 2-
simplex information propagation, as a widespread channel of
information propagation, not only raises the infection threshold
and aware population density but also effectively reduces the
infected population density. Notably, when individuals pay
sufficient attention to epidemic information in the media and
take it seriously, 2-simplex information propagation can even
function similarly to pairwise interaction, greatly increasing
the aware population density, thereby reducing the probability
of infection and further suppressing the spreading of the
epidemic. Finally, in our social activities, being vigilant
and observant not only means giving enough care and
attention to others, enhancing our understanding of each other
but also providing us with relatively accurate information
sources during an epidemic, reducing the infected population
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density overall. However, the information around us is often
overlooked, it is more important than the information from
the media since our social world is where we truly live,
and it deserves more of our attention. Inspired by this work,
we understand that in an information-rich region during
an epidemic, the spread can be maximally contained by
maintaining an observer’s mindset—proactively perceiving
information and disseminating public opinion in time. The
simulation results suggest that information indeed plays a
crucial role in epidemic prevention and control or in mitigating
power grid failures.

However, we have overlooked other factors, such as the
inevitable addition and elimination of nodes in real-world
networks. To address these issues, we propose using queuing
theory to simulate the population birth and death mechanisms
in the system. By constructing a queuing model for the
system, where the birth of individuals follows a Poisson
process with an arrival rate of ν, and the time individuals
spend in the network follows an exponential distribution with
a rate parameter µ, we can theoretically simulate the birth
and death of individuals in a real-world context. In addition,
many real-world networks are not standard models like ER,
WS, or BA networks, but are dynamic or weighted. We hope
to find stable dynamic network algorithms and networks
with reasonable weight distributions, in order to further
explore the impact of information propagation on cyber-
physical systems and validate and expand our conclusions
in more real-world networks. Furthermore, the actual impact
of objective behaviors, such as misjudgment by individuals
when identifying infected nodes, on cyber-physical systems
will be comprehensively and thoroughly explored in our future
research. Finally, regarding model validation, although the
effectiveness of the MMCA method has been proven, in order
to draw more comprehensive and in-depth conclusions, using
the PRISM tool for re-validation of the results will help
strengthen the credibility of the findings, verify their general
applicability, and contribute to advancing scientific research.

REFERENCES

[1] D. J. Watts and S. H. Strogatz, “Collective dynamics of ‘small-world’
networks,” Nature, vol. 393, no. 6684, pp. 440–442, Jun. 1998.

[2] A.-L. Barabási and R. Albert, “Emergence of scaling in random
networks,” Science, vol. 286, no. 5439, pp. 509–512, 1999.

[3] G. Kashyap et al., “Synapse loss and progress of Alzheimer’s disease—
A network model,” Sci. Rep., vol. 9, no. 1, p. 6555, Apr. 2019.

[4] S. H. Strogatz, “Exploring complex networks,” Nature, vol. 410,
no. 6825, pp. 268–276, Mar. 2001.

[5] V. Resmi, G. Ambika, R. E. Amritkar, and G. Rangarajan, “Amplitude
death in complex networks induced by environment,” Phys. Rev. E, Stat.
Phys. Plasmas Fluids Relat. Interdiscip. Top., vol. 85, no. 4, Apr. 2012,
Art. no. 046211.

[6] M. D. Domenico, C. Granell, M. A. Porter, and A. Arenas, “The physics
of spreading processes in multilayer networks,” Nat. Phys., vol. 12,
no. 10, pp. 901–906, 2016.

[7] S. V. Buldyrev, R. Parshani, G. Paul, H. E. Stanley, and S. Havlin,
“Catastrophic cascade of failures in interdependent networks,” Nat. Lett.,
vol. 464, no. 7291, pp. 1025–1028, Apr. 2010.

[8] S. Boccaletti et al., “The structure and dynamics of multilayer networks,”
Phys. Rep., vol. 544, no. 1, pp. 1–122, Nov. 2014.

[9] M. Kivelä, A. Arenas, M. Barthelemy, J. P. Gleeson, Y. Moreno, and
M. A. Porter, “Multilayer networks,” J. Complex Netw., vol. 2, no. 3,
pp. 203–271, Sep. 2014.

[10] R. Pastor-Satorras, C. Castellano, P. Van Mieghem, and A. Vespignani,
“Epidemic processes in complex networks,” Rev. Mod. Phys., vol. 87,
no. 3, pp. 925–979, Aug. 2015.

[11] Q.-H. Liu, W. Wang, M. Tang, and H.-F. Zhang, “Impacts of complex
behavioral responses on asymmetric interacting spreading dynamics in
multiplex networks,” Sci. Rep., vol. 6, no. 1, p. 25617, May 2016.

[12] P. Bródka, K. Musial, and J. Jankowski, “Interacting spreading processes
in multilayer networks: A systematic review,” IEEE Access, vol. 8,
pp. 10316–10341, 2020.

[13] Y. Li, Z. Zeng, M. Feng, and J. Kurths, “Protection degree and migration
in the stochastic SIRS model: A queueing system perspective,” IEEE
Trans. Circuits Syst. I, Reg. Papers, vol. 69, no. 2, pp. 771–783,
Feb. 2022.

[14] M. Feng, Z. Zeng, Q. Li, M. Perc, and J. Kurths, “Information dynamics
in evolving networks based on the birth-death process: Random drift and
natural selection perspective,” IEEE Trans. Syst., Man, Cybern., Syst.,
vol. 54, no. 8, pp. 5123–5136, Aug. 2024.

[15] S. Funk, E. Gilad, C. Watkins, and V. A. A. Jansen, “The spread of
awareness and its impact on epidemic outbreaks,” Proc. Nat. Acad. Sci.
USA, vol. 106, no. 16, pp. 6872–6877, Apr. 2009.

[16] Z. Ruan, M. Tang, and Z. Liu, “Epidemic spreading with information-
driven vaccination,” Phys. Rev. E, Stat. Phys. Plasmas Fluids Relat.
Interdiscip. Top., vol. 86, no. 3, Sep. 2012, Art. no. 036117.

[17] C. Granell, S. Gómez, and A. Arenas, “Dynamical interplay between
awareness and epidemic spreading in multiplex networks,” Phys. Rev.
Lett., vol. 111, no. 12, Sep. 2013, Art. no. 128701.

[18] D. Guilbeault, J. Becker, and D. Centola, “Complex contagions:
A decade in review,” in Complex Spreading Phenomena in Social
Systems: Influence and Contagion in Real-World Social Networks.
Cham, Switzerland: Springer, 2018, pp. 3–25.

[19] C. Granell, S. Gómez, and A. Arenas, “Competing spreading processes
on multiplex networks: Awareness and epidemics,” Phys. Rev. E, Stat.
Phys. Plasmas Fluids Relat. Interdiscip. Top., vol. 90, no. 1, Jul. 2014,
Art. no. 012808.

[20] S. Bhowmick and S. Panja, “Analysis of epidemic spreading with
opinion evolution in multiplex network,” IEEE Trans. Circuits Syst. II,
Exp. Briefs, vol. 70, no. 2, pp. 695–699, Feb. 2023.

[21] X. Lin, Y. Shang, and Q. Jiao, “Epidemic spreading over multi-layer
networks with stubborn agents,” IEEE Trans. Circuits Syst. II, Exp.
Briefs, vol. 71, no. 2, pp. 812–816, Feb. 2024.

[22] I. Mishkovski, M. Mirchev, S. Šcepanovic, and L. Kocarev, “Interplay
between spreading and random walk processes in multiplex networks,”
IEEE Trans. Circuits Syst. I, Reg. Papers, vol. 64, no. 10, pp. 2761–2771,
Oct. 2017.

[23] M. Feng, X. Li, Y. Li, and Q. Li, “The impact of nodes of information
dissemination on epidemic spreading in dynamic multiplex networks,”
Chaos: Interdiscipl. J. Nonlinear Sci., vol. 33, no. 4, Apr. 2023,
Art. no. 043112.

[24] Q. Guo, X. Jiang, Y. Lei, M. Li, Y. Ma, and Z. Zheng, “Two-stage effects
of awareness cascade on epidemic spreading in multiplex networks,”
Phys. Rev. E, Stat. Phys. Plasmas Fluids Relat. Interdiscip. Top., vol. 91,
no. 1, Jan. 2015, Art. no. 012822.

[25] M. Karsai, G. Iñiguez, K. Kaski, and J. Kertész, “Complex contagion
process in spreading of online innovation,” J. Roy. Soc. Interface, vol. 11,
no. 101, Dec. 2014, Art. no. 20140694.

[26] S. J. Cook et al., “Whole-animal connectomes of both
Caenorhabditiselegans sexes,” Nature, vol. 571, no. 7763, pp. 63–71,
Jul. 2019.

[27] M. M. Mayfield and D. B. Stouffer, “Higher-order interactions capture
unexplained complexity in diverse communities,” Nature Ecol. Evol.,
vol. 1, no. 3, p. 0062, Feb. 2017.

[28] J. Fan, Q. Yin, C. Xia, and M. Perc, “Epidemics on multilayer simplicial
complexes,” Proc. Roy. Soc. A, Math., Phys. Eng. Sci., vol. 478,
no. 2261, May 2022, Art. no. 20220059.

[29] K. Zhang, X. Hong, Y. Han, and B. Wang, “Interplay of simplicial
information propagation and epidemic spreading on multiplex metapop-
ulation networks,” Chaos, Solitons Fractals, vol. 180, Mar. 2024,
Art. no. 114490.

[30] F. Velásquez-Rojas, P. C. Ventura, C. Connaughton, Y. Moreno,
F. A. Rodrigues, and F. Vazquez, “Disease and information spreading
at different speeds in multiplex networks,” Phys. Rev. E, Stat. Phys.
Plasmas Fluids Relat. Interdiscip. Top., vol. 102, no. 2, Aug. 2020,
Art. no. 022312.

[31] B. Wang, M. Gou, and Y. Han, “Impacts of information propagation
on epidemic spread over different migration routes,” Nonlinear Dyn.,
vol. 105, no. 4, pp. 3835–3847, Sep. 2021.

Authorized licensed use limited to: Southwest University. Downloaded on October 08,2025 at 09:21:51 UTC from IEEE Xplore.  Restrictions apply. 



YUAN et al.: IMPACTS OF PHYSICAL-LAYER INFORMATION ON EPIDEMIC SPREADING 5969

[32] L. Huo and J. Gu, “The influence of individual emotions on the coupled
model of unconfirmed information propagation and epidemic spreading
in multilayer networks,” Phys. A, Stat. Mech. Appl., vol. 609, Jan. 2023,
Art. no. 128323.

[33] J. Chen, Y. Liu, J. Yue, X. Duan, and M. Tang, “Coevolving spreading
dynamics of negative information and epidemic on multiplex networks,”
Nonlinear Dyn., vol. 110, no. 4, pp. 3881–3891, Dec. 2022.

[34] E. E. Tarkang and F. Zotor, “Application of the health belief model
(HBM) in HIV prevention: A literature review,” Central Afr. J. Public
Health, vol. 1, no. 1, pp. 1–8, Jun. 2015.

[35] D. Kahneman and A. Tversky, “Prospect theory: An analysis of decision
under risk,” in Handbook of The Fundamentals of Financial Decision
Making: Part I. Singapore: World Scientific, 2013, pp. 99–127.

[36] J. M. McNamara, “Towards a richer evolutionary game theory,” J. Roy.
Soc. Interface, vol. 10, no. 88, Nov. 2013, Art. no. 20130544.

[37] A. Bish and S. Michie, “Demographic and attitudinal determinants of
protective behaviours during a pandemic: A review,” Brit. J. Health
Psychol., vol. 15, no. 4, pp. 797–824, Nov. 2010.

[38] I. Dobson, B. A. Carreras, V. E. Lynch, and D. E. Newman, “Complex
systems analysis of series of blackouts: Cascading failure, critical points,
and self-organization,” Chaos, Interdiscipl. J. Nonlinear Sci., vol. 17,
no. 2, Jun. 2007, Art. no. 026103.

[39] Y. Tang, P. A. Beerel, J. Kurths, and G. Chen, “Guest editorial: Special
issue on learning, optimization, and implementation for circuits and
systems driven by artificial intelligence,” IEEE Trans. Circuits Syst. I,
Reg. Papers, vol. 71, no. 5, pp. 1965–1968, May 2024.

[40] X. Li and D. Ye, “Security-based event-triggered fuzzy control for
multiarea power systems under cross-layer DoS attacks,” IEEE Trans.
Circuits Syst. I, Reg. Papers, vol. 70, no. 7, pp. 2995–3004, Jul. 2023.

[41] J. Hu, Z. Zhang, J. Lu, J. Yu, and J. Cao, “Demand response control of
smart buildings integrated with security interconnection,” IEEE Trans.
Cloud Comput., vol. 10, no. 1, pp. 43–55, Jan. 2022.

[42] Z. Zhang, J. Hu, J. Lu, J. Cao, and J. Yu, “False data injection attacks
on LFC systems: An AI-based detection and countermeasure strategy,”
IEEE Trans. Circuits Syst. I, Reg. Papers, vol. 71, no. 5, pp. 1969–1977,
May 2024.

[43] X. Zhang, H. Ma, and K. T. Chi, “Assessing the robustness of cyber-
physical power systems by considering wide-area protection functions,”
IEEE J. Emerg. Sel. Topics Circuits Syst., vol. 12, no. 1, pp. 107–114,
Mar. 2022.

[44] J. Wang, Y. Zheng, J. Ding, X. Xie, and W. Zhang, “Mul-
tiasynchronous extended dissipative sliding mode control of LC
circuits in grid-connected system under actuator attacks,” IEEE Trans.
Circuits Syst. I, Reg. Papers, early access, Dec. 23, 2024, doi:
10.1109/TCSI.2024.3517703.

[45] S. Gómez, A. Arenas, J. Borge-Holthoefer, S. Meloni, and Y. Moreno,
“Discrete-time Markov chain approach to contact-based disease
spreading in complex networks,” Europhys. Lett., vol. 89, no. 3,
p. 38009, Feb. 2010.

[46] I. Iacopini, G. Petri, A. Barrat, and V. Latora, “Simplicial models of
social contagion,” Nat. Commun., vol. 10, no. 1, p. 2485, 2019.

[47] J. Kunegis, “KONECT: The Koblenz network collection,” in Proc. 22nd
Int. Conf. World Wide Web, May 2013, pp. 1343–1350.

Xianglai Yuan received the bachelor’s degree from
the School of Energy and Mechanical Engineering,
Jiangxi University of Science and Technology,
Jiangxi, China. He is currently pursuing the master’s
degree in computer science and technology.

His research interests include complex networks,
network propagation, stochastic processes, and
nonlinear science.

Yichao Yao (Student Member, IEEE) received
the bachelor’s degree from the College of Artifi-
cial Intelligence, Southwest University, Chongqing,
China. He is currently pursuing the master’s degree
in computer science and technology.

His research interests include complex networks,
evolutionary games, stochastic processes, and non-
linear science.

Han Wu (Member, IEEE) received the Ph.D. degree
in computer science from the Free University of
Berlin, Germany.

He is currently an Assistant Professor with
the School of Electronics and Computer Science,
University of Southampton, U.K. He has authored
research papers in leading conferences, including
USENIX Security, DSN, and ISSRE. His research
interests include federated learning, adversarial
machine learning, differential privacy, and cyber-
physical systems. He has served as a reviewer for

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY and
IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING.

Minyu Feng (Senior Member, IEEE) received
the Ph.D. degree in computer science from a
joint program between the University of Electronic
Science and Technology of China, Chengdu, China,
and the Humboldt University of Berlin, Berlin,
Germany, in 2018.

Since 2019, he has been an Associate Professor
with the College of Artificial Intelligence, Southwest
University, Chongqing, China. His research interests
include complex systems, evolutionary game theory,
computational social science, and mathematical

epidemiology.
Dr. Feng is a Senior Member of China Computer Federation (CCF) and

Chinese Association of Automation (CAA). Currently, he serves as a Subject
Editor for Applied Mathematical Modelling and an Editorial Board Member
for Humanities & Social Sciences Communications, Scientific Reports, and
International Journal of Mathematics for Industry. Besides, he is a reviewer
of Mathematical Reviews of American Mathematical Society.

Authorized licensed use limited to: Southwest University. Downloaded on October 08,2025 at 09:21:51 UTC from IEEE Xplore.  Restrictions apply. 

http://dx.doi.org/10.1109/TCSI.2024.3517703

