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Highest Degree Likelihood Search Algorithm Using
a State Transition Matrix for Complex Networks

Minyu Feng, Hong Qu, Member, IEEE, and Zhang Yi, Senior Member, IEEE

Abstract—Since complex network theory was first put forward,
the search issue for networks has drawn increasing attention from
multidisciplinary researchers, and has played an important role in
network study. Many practical applications require search algo-
rithms such as searching for the shortest relationship link in social
networks, seeking web sites on the Internet, and finding specified
files in data sets. The key issue for these tasks is how to achieve
a fast search. However, traditional random-walk-based methods
cannot solve this problem effectively. In order to fast travel, a novel
search algorithm which employs a highest degree likelihood ap-
proach with k& hunters looking for the target simultaneously is pre-
sented for different types of complex networks. A state transition
matrix is applied to explain this proposed method. We compare
the proposed algorithm with the methods of forerunner in the sim-
ulation, and the results show that our algorithm performs more
effectively. Finally, some applications and future challenges are
discussed.

Index Terms—Complex network models, Markov chain, query
information, search steps, state transition matrix.

I. INTRODUCTION

ITH THE RAPID development of information tech-

nology, researchers have gradually become more aware
of the importance of network science. Many communication,
traffic, social, and biological systems are regarded as complex
networks; in these networks, each node indicates an individual
such as a station, person, cell, and so on, while a connection
represents the relationship between them. Finding a relation-
ship route and revealing topology characteristics becomes a key
problem. One possible solution is to achieve fast search between
any two individuals.

The focus of complex network research is construction of
complex network models and proof of their search capabili-
ties. In the late 20th century, two important small-world models
were proposed by Watts and Strogtz (WS), Newman, and Watts
(NW) [1], [2], respectively. Their models show that, if some
new edges are added to the regular network, the average dis-
tance between any two individuals is very short. Barabai and
Albert(BA) discovered the degree distribution of many real net-
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works follows the power-law distribution, so they raised a new
model called a scale-free network (BA model) [3]. In addition,
there are many other structure algorithms based on B A model,
see [4]-[7], and there are other scale-free network models given
realistic consideration, see [8]—[11]. Using appropriate complex
network models, Kleinberg first proved the search feasibility of
complex networks by using a mesh model [12].

Since the search capability of complex networks was proved,
numerous search strategies have been researched. The sim-
plest one is a greedy algorithm which was used in the famous
small-world experiment called “Six Degrees of Separation,”
where each node passes information to the node, which is
supposed closest to the target; obviously, this algorithm cannot
have globally optimal solutions. Another frequently used
method is Random Walk (RW') which passes the query in-
formation to a random node until the target node is reached.
Based on different kinds of complex networks, different RW s
are employed. The most common are the unrestricted random
walk for regular networks [13], the no-retracing random
walk for Erdés and Rényi (FR) random graphs [13], and
the self-avoiding random walk for small world or scale-free
networks [14]. Some novel random walk algorithms have been
proposed in recent years, such as biasing random walk [15],
table-assisted random walk [16], and random walk with restart
[17]. RW has many applications; nevertheless, its search speed
converges slowly. In order to take full advantage of the high
clustering characteristics of complex networks, High Degree
Seeking (H DS) is used [18]-{20]. This algorithm delivers its
information to the individual with maximum degree instead of
to a random one; however, it is only efficient in non-uniform
networks and otherwise shows a low performance. Recently, a
novel search algorithm using node usage probability [21] and
a simple topology-manipulative algorithm for virus spreading
[22] have been proposed. All these search strategies have
common drawbacks, such as slow search speed and network
restrictions. Therefore, our challenge is to accelerate the search
speed and eliminate specific network restrictions.

In this paper, we present a highest degree likelihood approach
with & different hunters looking for the target. In each step,
hunters deliver their own query message to neighbors, which
have the highest possible degrees. In order to reduce query in-
formation, repetitive visits are avoided. Our method is able to
detect the topological structure of complex networks and obtain
important parameters, such as average path length and between-
ness centrality. In addition, we introduce a Markov chain ap-
proach to prove the search capability of the proposed method,
and interpret our search algorithm by using state a transition
assessment matrix and diagram. The results of the comparison
with classic search methods show the effective and efficient per-
formance of our algorithm. To confirm its applicability for a va-
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riety of complex networks, the proposed algorithm is run in dif-
ferent types of complex network models such as W.S, NW and
B A models. Finally, some important applications are carried out
such as evaluation of complex networks by analyzing between-
ness centrality and node degree, and keyword extraction using
a complex network method.

This paper is organized as follows. A detailed presentation
of highest degree likelihood search algorithms and theoretical
analysis is given in Section II. An illustration using a highest
degree likelihood search algorithm is shown in Section III. Sim-
ulations are carried out in Section IV to show the effectiveness
and efficiency of the proposed method. Applications in different
fields are shown in Section V. Finally, conclusions and outlooks
are drawn in Section VI.

II. HIGHEST DEGREE LIKELIHOOD SEARCH ALGORITHM
WITH k& HUNTERS

To solve search problem in complex network, there are two
requirements: one is to lower the number of the search steps and
the other is to make best use of the relationship link. Traditional
search algorithms such as W and HDS cannot solve these
problems very well. The random characteristics of RIW make
inefficient, and H DS refers only to non-uniform networks. To
improve the search speed and expand the range of suitable com-
plex networks, a novel highest degree likelihood search algo-
rithm with % hunters is proposed and described in this section.

A. Description of Proposed Method

In our algorithm, we focus on lowering the number of search
steps and exploiting the relationships in the network. To achieve
these goals, additional hunters are employed, and each hunter
searches for the neighbor with the highest possible degree. In
this way, we can accelerate the search speed and obtain more
information from the highest possible degree node.

Specifically, a hunter indicates one query message, and &
hunters try to seek the target at the same time by moving syn-
chronously with every step. In other words, when hunter z is
searching in the fourth step, hunter ¥ is also in the fourth step
(1 <z < k.1 <y <k).During search process, all hunters try
to send the message to their neighbors with the highest possible
degrees. The detailed pseudocode for a high degree likelihood
search algorithm with % hunters (denoted as (31, s . .. O, re-
spectively) in one complete path is described below:

Highest Degree Likelihood Search Algorithm

Input: Adjacency matrix of the networks.

Output: The complete path from source node to

target node.
Step 1: Initialization

Calculate the degree of each node by adjacency
matrix;

Determine the source and target nodes;

Denote source node as the current node «g;

Step 2: Beginning

Start from current node «g;

If target node is one of its neighbors
Goto Step 4;

else

IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: REGULAR PAPERS, VOL. 61, NO. 10, OCTOBER 2014

Search for the highest degree neighbor of g
by hunter 5,

denoted as «i;

Search for the second highest degree
neighbor of ag by hunter /.,

denoted as as;

Search for the kth highest degree neighbor of
oy by hunter 3,

denoted as «y;

Goto Step 3;
EndIf
Step 3: Searching

Start from current nodes &, &2, ---0k;

If target node is among their neighbors
Goto Step 4;

else

Search for the highest

possible degree
neighbor of «w; by hunter [

B,
denoted as i ;

Search
neighbor

for the highest
of a2 by hunter

possible degree

B2,

Search
neighbor

for the highest

possible degree
of «, by hunter &

D’/“ ’
denoted as vk ;

Let nodes
y, &z,

Y2, "+, be new current nodes

T

Cee O ;

Goto Step 3;

EndIf
Step 4: Ending
Stop, write the final path.

Three points of this proposed method are necessary to be stated:

1) To avoid repetitive visits and endless loops, each node

in the network can be accessed only once in one search
progress;

2) If all neighbors of the current node have been accessed, we

return to the preceding one to select a new current node;

3) When hunters send queries to the same neighbor, the hunter

with a lower subscript number has the higher access pri-
ority. For example, if hunter /3, and 3, (assuming a < b)
both visit node 3, then 3, is successful, and &, chooses to
visit a node with a lower degree than 3 but a higher degree
than other neighbors.

This is just a one-way search, as the source and target nodes
are respectively selected from node 1 to NV (the scale of the
network) to obtain statistical data, such as the number of search
steps and amount of query information in total.

B. State Transition Matrix for Proposed Method

In this subsection, the derivation process of a state transition
matrix for our proposed algorithm ( H DL.S) is presented.
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Assuming the number of network nodes is N, the general
form of an adjacency matrix for a complex network is A =
{aij} .y denoted:

N
> akgs i #0;
k=1
0, Qi = (),

sumd;; =

)

Consider Process L: Let £ be a random hunter that in each
time interval [¢,# + 1] will move from current node ¢ to one of
its neighbors 7, chosen randomly, with a probability p;;, which
is expressed as follows:

sumd;;

— J

Pij = : (2)
> sumd;g
k=1

P = {pij} .y is a state transition matrix for a random

hunter that chooses the next step, without additional restrictions,
with probability p,; in Process L. Then, P is applied as an “as-
sessment matrix” that together with imposed restrictions such
as not visiting nodes previously searched, defines the transition
of each hunter in the HDLS. The behavior of each hunter in
HDLS is observed as a special case of L, and we illustrate the
search process using our proposed algorithm.

Each hunter starts from the first row and tries to find the
highest value. When the element is found, we check its sub-
script: for instance, if we find element p;;, it means we transfer
our search to the jth row. Then, the hunter starts from the jth
row and tries to find the highest value. In order to achieve syn-
chronization, every hunter jumps to the target row at the same
time, and only jumps once. A repetitive search is avoided, so
that if ¢th row has been searched, p;,; is ignored. Consider the
target node to be x: if any hunter finds p;,, # 0 in any row, we
stop the algorithm and write the search path.

Visually, we can apply a state transition diagram to explain
our algorithm with matrix P displayed in Fig. 1. Each directed
edge indicates the transition probability from one state to an-
other, denoted as p;,;. Every hunter starts from state 1 and finds
the highest possible value of transition probability, then jumps
to the next state, simultaneously. Any visited node is ignored.
This process is repeated until a hunter finds a link to the target
state, and a vector, which is made up of the state sequence is
the final path. By this method, a complex network is converted
into a simple state transition diagram, and it becomes easier to
output the search path.

In our algorithm, the values of probabilities in both the state
transition matrix and state transition diagram are not randomly
selected: we choose the highest possible value to eliminate ran-
domness and improve the efficiency of the proposed algorithm.

C. Theoretical Analysis of State Transition Matrix

In this subsection, in order to ensure that search can be ac-
complished by using state transition matrix and diagram, we
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prove that matrix P is a state transition matrix and that the cor-
responding network is searchable using three theorems.

Before these theorems are provided, some important defini-
tions are given.

Definition 1: p;;(k) in P is called the k-step transition prob-
ability which follows p;;(k) = pi;(m, k) = P{X(m + k) =
X (m) = i}.

Since our algorithm only searches for one step a time, p;; is
a particular one-step transition probability which follows:

pij = pij(1) = pij(m, 1) = P{X(m + 1) = j|X(m) = i}.

Definition 2: To state transition matrix P, state ¢, j € F, j is
accessible from ¢, if for some ©, p;;(n) > 0, written as ¢ — J,
which implies that state j is accessible from state ¢ if and only
if, starting in ¢, it is possible that the process will ever enter state
g

Consider Process L, assuming the search sequence
for the highest degree likelihood search algorithm is
{X(n),n = 0,1,2...}, which indicates the location of a
node in (at) the nth search step (time), where 7 is the search
step (time), and its state space £ = {1,2,...,N}. Based on
the above definitions, three theorems and proofs are given to
confirm that each node can be accessed by our method.

Theorem 1: {X(n),n = 0.1,2...} for Process L is a dis-
crete parameter Markov chain.

Proof: Given the arbitrary non-negative integer %, the past
states X (1), X(2),...,X(n — 1) and the present state X (n),
the conditional distribution of any future state X (n + k) is in-
dependent of the past states and depends only on the present
state. That is, ifi,, € E (n = 0,1,2...) is the node, which is
being sought in the nth step, it follows

P{X(n"" k):Z1L+k|X(1) = Zle(Q) = i27 s /X(n) = in
=P{X(n+k)=ini|X(n)=14,

The non-aftereffect property of search sequence {X (n)} is
established. Therefore, { X (n)} is a discrete parameter Markov
chain.

The result follows. [ |

Theorem 2: P for Process L is a state transition matrix.

Proof: Since a;; = 0 or 1, according to (1), sumd,; > 0,
and according to (2), p;; = 0; clearly, sumnd;; <
Z,:;l sumd,y, then according to (2), p;; < 1.

Since {X(n)} is a discrete parameter Markov chain (The-

orem. 1) and its state space is &/ = 1,2,..., N, then
N
Z sumdy;
> pis = pr =F——=1
JEE =1 > sumdy,

k=1

Above all, the nonnegativity and normalization of p;; hold,
then P is a transition matrix.

The results follow. ]

Theorem 3: If Theorems. (1) and (2) hold for a random hunter
in Process L, then there will always be a search path to any node
in the complex network by highest degree likelihood search
algorithm.

Proof: Since Theorems. (1) and (2) hold for a random
hunter in Process L, to proposed algorithm H DLS, P is a state
transition matrix, then, we only need to prove that each node
7 € FE is accessible.
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Hunter K,

Hunter K,

Fig. 2. An instance for illustration.

Provided that the complex network does not possess isolated
nodes, each row of adjacency matrix A holds at least one non-
zero elements, which means for any ¢, 7 € F, some a;; = 1
exist.

According to (1): for any y € FE, there exists some 7 € F
such that sumd;; > 0; then, according to (2): for any 7 € F,
there exists some ¢ € E such that p;;(1) > 0.

That is, any state j € E is accessible, according to Def. 2.

In addition, consider each hunter may go back a finite number
of times (the special case of rule (2) in Section II), if necessary,
to any of the nodes they have previously visited and continue
the search by accessing their neighboring nodes that have not
been previously visited. This should ensure that once a node
has been accessed by a hunter, its complete neighborhood can
be accessed (if necessary) and, consequently, this applied to any
node in the graph.

In summary, P is a state transition matrix and each state in
this matrix is accessible in all cases, therefore our algorithm is
able to search for every node of a complex network. In other
words, there is always a search path to any node in the network.

The results follow. ]

III. AN ILLUSTRATION USING HIGHEST DEGREE LIKELIHOOD
SEARCH ALGORITHM

An example of a network with 10 nodes is used to illustrate
the process of the proposed search algorithm in this section.

An illustration is shown in Fig. 2. The purpose is to apply
the proposed method to list the search path from nodes 1 to 10
through their relationships. Provided that |V'| = 10, two hunters
are denoted as %1 and k2, and the detailed progress is described
as follows:

Step 1: the degree of each node d; is saved for conveniently
calculating query information. Node 1 is determined
to be the source node and 10 is the target node.

Step 2: starting from node 1, hunter k; seeks for the highest
degree neighbors of node 1, and ks seeks for the
second highest. The results are nodes 3 and 4. Then,
set nodes 3 and 4 as hunter k1 and ks’s current

Step 3: nodes, separately.

Step 4: k; searches for the highest degree neighbor of node
3, and the result is node 6; k5 seeks for the highest
degree neighbor of node 4, the result is again node
6. However, our rule is that the hunter with the
lower subscript has higher priority to access the
same node, therefore, k3 has to seek the second
highest node, that is node 7. Still, the target has not
been found, so we repeat this step. In short, k7 finds
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TABLE I
THE DETAILED SEARCH DATA IN PROPOSED METHOD FOR FIG. 2
Step 0 1 2 3 4
Query Information 0 4 11 16 18
Hunter k; 1-3—-6—>5
Hunter k, 1—4—7—9— 10

TABLE 11
THE DETAILED SEARCH DATA IN HDS FOR FIG. 2
Step 0 [ 2 7 3 T 4 [ 5 T &6
Query Information 0 [ 2 [ 6 | o [ m [ 14 1 16

Search Path 1-3—6—4— 7— 9— 10

node 5 while k2 finds 9. The target node 10 is one of
node 9’s neighbors, so hunter ko succeeds in search.
Step 5: write the final path1 — 4 — 7 — 9 — 10.

The results, including the detailed path and query information
are given in Table I. For comparison, we apply traditional high
degree seeking to the same network, and the result is shown in
Table II.

A state transition matrix and state transition diagram can also
be employed to explain this example. The state transition matrix
P obtained by (1) and (2) is expressed as follows:

o0 2 5 0 0 0 0 0 0
o0 1 0 0 0 0 0 0 0
1 1 2 3 2
tom 002 & 2 00 000
= 0 % 0 0 2 2 0 0 0
b 4 2
p_ |0 0 F 0 0 5 0 F 0 0
00 3 &£ £ 0 £ 0 0 0
6 4 5 4 3
o0 0 &£ 0 L 0 0 Z o0
o0 0 0 %+ 0 0 0 % 0
o0 0o 0o 0 0 F L 0 %
o0 0 0 0 0 0 0 1 0

The visited row is avoided in the following search process.
For matrix C, hunters k1 and ks start from the first row. A
chooses the highest value 5/9 and passes the inquiry to the cor-
responding 3rd row, k3 selects the second highest value 4/9 and
passes the inquiry to the 4th row. Then, %; finds the highest
value 2/7 from the 3rd row and passes the inquiry to the 6th row,
while ko finds the highest possible value 3/14 from the 4th and
passes the inquiry to the 7th row. Again, k; seeks the highest
value 1/5 and passes the inquiry to the 5th row, while ks seeks
for the highest value 3/11 and passes the inquiry to the 9th row.
Here, we find out that the 9th row’s 10th column is not equal to
0, t follows the condition for ending. Therefore, the row sought
by ko is the final path, that is {1,4,7,9,10}.

The state transition diagram of matrix C' is displayed in Fig. 3,
in which search for the weights of edges instead of degrees.
This avoids visited states. Hunter %; and k- start from node
1, find the highest and second highest weight and reach node
3 and 4 separately. Then, &7 starts from 3, chooses the highest
weight, and reaches node 6, ko starts from 4, chooses the highest
weight, and reaches node 7. Once more, k; starts from 6 and
reaches 5, ko starts from 7 and reaches 9. Clearly, node 9 is
connected to 10, therefore, the search is completed. The result
is still {1,4,7,9,10}.

IV. SIMULATION AND PERFORMANCE ANALYSIS

In this section, we focus on showing the performance of the
proposed algorithm. The underlying network topologies are in-
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Fig. 3. The state transition diagram for Fig. 2.
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Fig. 4. Complex network models with 50 nodes (a) ER random network.
(b) WS small-world network. (c) NW small-world network. (d) BA scale-free
network.

troduced, our method and other classic algorithms are run on
these topologies, and the results are analyzed in details.

A. Construction of a Complex Network Model

In this subsection, we consider four kinds of complex network
model to be the experiment objects: £ R random network, W.S
small-world network [1], VW small-world network [2] and B A
scale-free network [3].

For each network, we build six sizes of network model with
50, 100, 250, 500, 1000 and 1500 nodes, respectively. In the
construction process of the £I? model, we compare the uni-
form random number to generate edges, where the connection
probability is 0.25. For WS and N W models, we start from a
nearest-neighbor coupling network, where each node connects
to its neighbor on the left and the right, where the probability
of reconnecting is 0.5, while the probability of adding edges is
0.1. In the construction process of the W.S model, an isolated
node inevitably appears. As its search step is infinity, this can in-
crease average search steps to infinity, so in order to avoid this
situation, isolated nodes are abandoned. For the B A scale-free
network, we start with 10 nodes, and add 5 nodes to them by the
probability II; = k;/ > ; k;. The smallest size with 50 nodes
is chosen as examples to show their topological structures in
Fig. 4.

B. Numerical Simulation and Comparison

In this subsection, our proposed method, Highest Degree
Likelihood Search is compared with two classic search algo-
rithms: self-avoiding Random Walk and High Degree Seeking
in different aspects.

The source node is from node 1 to |V, and to each source
node, all the other nodes are regarded as its target nodes. All
the search algorithms execute in this way, and we can obtain
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TABLE III
THE RESULTS OF RW IN NETWORKS WITH 500 NODES
Model t T Q C
E R random network 1973.15 5.17 661.76 6.26
W S small-world network 3872.62 12.65 128.85 23.39
N W small-world network 2059.02 6.56 600.66 7.57
B A scale-free network 4759.11 18.78 781.37 16.01

then |V |(|V| — 1) paths. For each occurrence, the total search
steps and query information are recorded as the standards for
measuring the performances of the different algorithms.

After these data are obtained, their arithmetic means are cal-
culated. Suppose T5; is the search step from source node ¢ to
target node j (¢ # j), then the average search steps are ex-
pressed as follows:

V]
> # Ti;
ig=1,i#]
HER) ®

For each step, the number of neighbors we need to inquire is

qr; therefore, for one complete search route, the query informa-
. Tij .. X
tion Q;; = >, | qr, and similarly, the average query informa-
tion is expressed as follows:
V]
e
1, 7=1,1#y
=) @

The last metric for our simulation is search expense, but un-
like the previous metrics, only its average value is calculated,
with the formula expressed as follows:

Q
}C'IYL(I & ’ (fs )

where p denotes damping factor. The right part of this equation
is divided by extra k... to make sure the weight of query in-
formation is not heavier than the search step. As we search the
highest node at almost every step, then this equation tries to pre-
vent query information from possessing excessive weight and
keeps numerical balance. Clearly, if the search step is more im-
portant than query information, the value of p is high, and vice
versa. The specific value of p is decided by the type of network,
requirements for the search algorithm and so on. For theoretical
analysis, we consider p = 0.5 in the next simulation.

Egs. (3), (4) and (5) are the tools for displaying the perfor-
mance of different algorithms.

Comparison With Classic Search Algorithms: To compare
proposed algorithm H D LS (with 5 hunters) with RW and
HDS, the first experiment is executed in a stationary scale of
four different models. The detailed data of run time (¥), average
search step (7'), average query information (), and search
expense (C') of RW, HDS and HDLS are listed in Tables I1I,
1V, and V. In these three tables, the run time is in seconds,
the arithmetic mean of search steps and query information are
computed by (3) and (4), and search expense is calculated by
(5), where p equals 0.5 and the max degrees of EIR, WS, NW,
and B A are 90, 6, 70, and 59, respectively. All these data are
accurate to two decimal places to display relative precision.

To analyze these data, we first deal with arithmetic means of
search steps and query information. A diagrammatic presenta-
tion of results is illustrated in Fig. 5. From this figure, we can
see that the number of average search steps of HDLS is far

T =

a:

C=pT+(1~-p)
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TABLE IV TABLE VI
THE RESULTS OF H D'S IN NETWORKS WITH 500 NODES EFFICIENCY COMPARISON AMONG THE R¥W , H DS AND PROPOSED HD LS
Model ¢ T Q C Hode R”DL‘S Runni X l:iwt' Saved Runni R]LDi' Saved
E R random network 1418.42 329 529.20 459 €| T Redudon e e
W S small-world network 3472.62 11.62 148.16 18.17 ER 542.17 1973.15 1430.98 72.52% 1418.42 876.26 61.78%
NW small-world network 1512.19 130 18430 5.61 WS 7151 387260 160111 4134% 34760 120111 3459%
NW 651.19 205902 1407.83 6837% 1512.19 86100 56.94%
BA scale-free network 1685.11 3.67 320.73 11.66 BA 100145 | 4759.11 373766 7854% | 168511  663.66  3938%
SavedTimel = ((RW Running Time —
TABLE V HDLS Running Time)/HDS Running Time) * 100%.
THE RESULTS OF H LD.S IN NETWORKS WITH 500 NODES SavedTime? = ((HDS Running Time —
Model " T Q le] HDLS Running Time)/HDS Running Time) * 100%.
E R random network 542.17 1.89 609.20 432
W S small-world network 2271.51 8.62 98.48 12.52 TABLE VII
NW _small-world network 651.19 2.09 624.32 550 CoST COMPARISON AMONG THE RW, HDS AND PROPOSED HDLS
B A scale-free network 1021.45 3.64 613.39 7.02
Model FDLS RW DS
2 1000 Search Search! Reduction Decreased Search! Reduction Decreased
. R R Expense Expense Costl Expense Cost2
. [ Hos 5 g0l DS ER 332 6.26 194 31.00% 359 027 5.8%%
&1sp JhoLs e CHois WS 252 2339 1087 36.47% 18.17 565 31.10%
5 S w0 NW 550 757 2.07 2734% 561 0.11 1.96%
£ B BA 7.02 16.01 899 36.15% 11.66 364 39.19%
g 5 400 e
£ . % Decreased Costl = ((RW Scarch Expense —
< £ .
2 HDLS Search Expense)/RW Search Expense) % 100%.
° ER WS NW  BA 0 ER WS NW  BA Decrcased Cost2 = ((HDS Secarch Expense —
Complex Network Model Complex Network Model
@ ® HDLS Search Expense)/HDS Search Expense) x 100%.

Fig. 5. The comparison of average search steps and query information in dif-
ferent algorithms (a) Average search step. (b) Average query information.

lower than with the other two algorithms. In the £/ I? model, the
average number of search steps of HDLS is 63.44% less than
with RW , and 42.55% less than with H D S’; in the WS model,
HDLS’s average search steps are 31.86% less than RW’s and
25.82% less than H DS’s; inthe NW model, H D LS’s average
search steps are 68.14% less than RW’s and 48.60% less than
HDS’s; in the BA model, HDLS’s average search steps are
80.61% less than RW’s and 64.20% than H DS’s. To summa-
rize, our algorithm needs fewer search steps than the others.
However, our average query information is about the same or a
little higher. Specifically, in the £ IR model, the query informa-
tion with H D LS is 7.94% less than RW’s and 13.13% higher
than HDS’s; in the WS model, HDLS’s query information
is 23.57% less than RW’s and 33.53% less than HDS’s; In
the NW model, H DLS’s query information is 3.79% percent
higher than RW’s and 22.42% higher than H DS’s; in the B A
model, HDLS’s query information is 21.50% less than RV ’s
and 15.11% higher than H D S’s. Obviously, in partial models,
our algorithm requires higher query information than others,
because supernumerary hunters employed in the whole search
process shorten the search steps but increase the query informa-
tion accordingly. In summary, our method achieves the goal of
fewer search steps, which cuts back the search time, and suit-
able query information, which avoids network congestion.
Furthermore, efficiency and cost are mainly measured by run-
ning time and search expense. To reveal the accurate reduction
rate instead of just a visual diagram with imprecise compar-
isons, the analysis of these metrics is made in a form which dis-
played in Tables VI and VII. The computational time in Table VI
is estimated and compared. Since different C PUs obtain dif-
ferent computational time, we chiefly consider the rate at which
the value of running time is reduced. Regardless of which kind
of network model, our proposed algorithm requires less run-
ning time than using RW and HDS. Compared with RW
HDLS computational decreases the most in BA model, which

is 78.54% less, with an average decrease of 65.19%. When com-
pared with H DS, the most decreased is the £ R model, which
is 61.78% less, with an average decrease of 48.17%. The time
reduces more using RW than HDS, as H DS works more ef-
fectively in high clustering networks. Table VI shows that our
algorithm is much more efficient than other algorithms in any
network. In Table VII, we display the costs of the search algo-
rithms and their comparisons. Using RW, our algorithm costs
an average 0f 40.24% less, and with H D S, the proposed method
costs an average of 19.68% less. Clearly, the proposed algorithm
requires a lower search expense than others.

Experiments Regarding Hunters: This subsection is to show
the distribution of successful hunters and the optimum number
of hunters in complex network models.

To illustrate clearly, we denote 5 hunters as ki, ko,
ks, k4 and ks and run them in four models with 500
nodes. The distribution of successful hunters is illustrated
in pie chats in Fig. 6. The detailed data in order are
as  follows:  FR{139440, 46416, 29568, 20030, 14046},
W S{73216, 696866, 59067, 32951, 14400},

NW{114358, 48723, 36956, 28230, 21233},

BA{90380, 56951, 41628, 33776,26765}. The percentage
values have been rounded for clarity, and so may not add up
to one hundred percent. From Fig. 6, we see that hunter %k,
possesses the highest probability of success, for two reasons:
one is that the network itself is not big enough, which makes
hunters visit the same nodes, whereas theoretically, if the
network is huge, this probability is reduced; the other is
that the hunter with the lower subscript number has higher
priority to access the same node; therefore, k; always has
priority throughout the whole search algorithm. Considering
distribution of all five hunters, the 3 A model seems to be
better distributed, because the algorithm itself requires high
clustering characteristics to make every hunter perform
effectively, and of all four models, the B A scale-free network
shows the highest clustering characteristics. In the £ R model,
the results display unevenly with %y taking more than half the
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TABLE VIII
THE RESULTS OF H DS AND PROPOSED H D I.S' IN DIFFERENT SCALES OF NETWORKS
Node ER NW BA
HADS HDLS HDS HDLS HDS HDLS
Step Time Step Time Step Time Step Time Step Time Step Time
50 3.04 9.17 191 12.19 3.30 9.45 1.89 12.02 2.77 9.00 2.00 7.00
100 3.21 37.75 1.89 33.50 3.67 43.77 1.96 27.28 4.34 30.80 2.41 27.19
250 347 258.30 1.92 130.73 3.97 327.55 2.05 235.05 5.07 456.06 343 247.86
500 3.29 1418.42 1.89 542.17 430 1512.19 2.09 651.20 5.67 1685.11 3.64 1021.45
1000 342 8410.76 1.90 5538.50 4.48 11516.30 2.12 7136.30 14.14 21614.30 6.58 8801.53
1500 3.38 24276.60 1.90 19727.30 4.67 30816.70 2.14 30102.10 25.54 85191.50 8.91 27435.30
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Fig. 6. The proportion of successful hunter in different models (a) ER model.
(b) WS model. (c) NW model. (d) BA model. (¢) All models.
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Fig. 7. The results of average search steps and query information with the rise
of hunters (a) Average search step. (b) Average query information.

nodes, because the FI? random network has low clustering
in large scale, which means high degree seeking will not
work effectively, giving other hunters less chance to seek
successfully. The averaged result is shown in Fig. 6(e), where
k1 has 42%, ko to kg are 22, 17, 12 and 8%, respectively, the
decrement from ko to ks is approximately 5%, and a hunter
with a higher subscript is unnecessary.

To confirm the suitable number of hunters, an experiment is
made in the B A model with 100 nodes, the average search steps
and query information are recorded with the increase of hunters.
We employ (a,b) to represent average search steps and query
information, the results from 1 hunter to 10 hunters sequen-
tially are (4.34323, 112.573), (3.13929, 123.214), (2.68606,
130.331), (2.48909, 137.658), (2.40576, 145.887), (2.37081,
153.812), (2.35646, 169.532), (2.34646, 169.532), (2.34283,
177.537), (2.33961, 185.375), and a sufficient number of
decimal places is kept to show minor changes accurately. The
results are displayed in Fig. 7 which illustrates that the number
of hunters needs to be constrained. We see that after 5 hunters,
average search steps are still reducing, but extremely slowly.
On the other hand, average query information is increasing
quickly, which leads to a higher cost. Therefore, the number
of hunters at point of convergence of average search steps is
considered to be the best number, specifically, in Fig. 7, 3 or 4
hunters are acceptable. Clearly, the number of hunters relates to

the scale of networks, as larger networks demand more hunters.
Nevertheless, a precise mathematical analysis is needed in
further work to determine the optimum number of hunters.

Comparison with the Growth of Network: In this section,
the effectiveness and efficiency of our proposed algorithm is
demonstrated in different scales of network models.

ER, NW and DA are selected to be experiment models,
and the nodes of each model are 50, 100, 250, 500, 1000 and
1500, making six different scales in total. The WS model is ex-
cluded since its isolated nodes make the search step far higher
than in the other models when the network is very large, so
its search algorithm comparability is low. HDLS (still using
five hunters) and H DS are run for comparison in these models,
and we mainly consider the average search steps and run time.
Table VIII shows the detailed results where we can see that
in the EI? and NW models, both HDS and HDLS have a
steady search step, but in the 3 A model, the H DS search step
increases quickly while HDLS’s search step increases very
slowly. This means that our algorithm is shown to be more stable
than HDS. The H D LS running time is lower than H DS’s in
almost every model.

The results are shown in Fig. 8. It is clear to see from all three
models in Figs. 8(a), (b) and (¢), H D LS requires fewer search
steps than H DS, so our search algorithm is closer to average
path distance. Fig. 8(a) shows that our algorithm is smoother
than H DS in the £ IR model, as H D S’s plot is relatively fluc-
tuated and erratic, the reason being that the low clustering prop-
erty of the £ R model means that H DS cannot fully utilize the
high degree node, but our method has additional hunters, which
have more opportunities to reach the target. Fig. 8(b) also shows
that HDLS is more stable than HD.S, but in the NWW model,
HDS’s plot is smoother than in £1? model, because the NW
has high clustering characteristics. In contrast, Fig. 8(c) shows
that both algorithms increase with the rising of scales indicating
that the velocities of convergence of both HDS and HDLS
are not fast in the BA model. However, our method’s plot is
much smoother. The solid line with the star mark shows the re-
sult of H D .S with 8 hunters, which obviously reduces average
search steps in large scale, and converges to a fixed value more
quickly. Fig. 8(d) shows the running time of both algorithms in
all models. The same model is marked with the same symbol,
and for each model, H DS is represented as a dashed line while
HDLS is represented as a solid line. This figure shows that
our algorithm requires less time than the others. In particular,
HDS needs more time in large 3 A models, taking 85191.50
s in 1500 nodes, but H D LS takes much less time, 27435.30
s, only 32.20 percent of HDS, meaning H D LS shows greater
efficiency in large scale-free networks. Over all, HDLS per-
forms effectively and efficiently in complex network models,
especially in broad scale.
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V. APPLICATION AND RESULT ANALYSIS

In the following section, we introduce three typical applica-
tions of HDLS: reliability of complex networks, evaluation of
complex network topology, and keyword extraction.

A. Reliability of Complex Networks

Complex network reliability means the ability of a complex
network to perform its original function even when damaged
by natural or man-made attacks. Evaluations for reliability are
invulnerability and survivability, measured by average path.

Suppose [ is the average search step of the original network,
[ is the average search step after the first attack, then Fy; =
{1/ly, where Eg; denotes the strength and hazard of the first
attack. We can generalize this equation into E;; = I;/I;, where
F;; denotes the strength and hazard of j — ith attack. However,
here we only consider the first attack. If the network is immune
to any attack, then if £y = 1, the network is steady; if Fy; <
1 after the first attack, the network’s connectivity has become
more reliable; and if Fy; > 1 after the first attack, the network
becomes more unreliable.

Next, an experiment on the reliability of the 3 A scale-free
model is performed. First, five different BA models are con-
structed, their average degrees k are equal to 20, and each node
number is 100, 200, 300, 400 and 500. Then HDLS with 5
hunters is employed to run in these models to carry out the av-
erage search step between any two nodes, and the result is shown
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TABLE IX
THE AVERAGE SEARCH STEP BEFORE AND AFTER ATTACK
Original 4340 4.950 5231 5423 5.670
Random Attack 4340 4.950 5231 5423 5.670
Eo1ra 1 1 1 1 1
Deliberate Attack 4.374 4.995 5.281 5.483 5.761
Eo1da 1.0078 1.0091 1.0096 1.01110 1.01605

in the first row of Table IX. There are two kinds of attacks: one
is arandom attack, which randomly removes some of the nodes;
the other is a deliberate attack, removing some of the highest de-
gree nodes on purpose. Assuming the number of attacked node
constitutes 5 percent of all node numbers, then the results after
the attack are listed in the second and third row of Table IX.
The results show the exact characteristics that a scale-free
network should have. The network is robust to random attacks,
showing almost no changes after attack, so the random attack
plot remains a straight line; however, scale-free networks have a
vulnerability to deliberate attacks on high degree nodes because
of non-uniformity and along with the increase of nodes, the
destructiveness becomes greater. Because large scale networks
generate higher degree nodes, which are more important than
in small scales, the network is very easy to paralyze if they are
attacked. The conclusion follows the studies of B3 A scale-free
networks, which illustrates how our search algorithm performs
effectively in analysis of reliability of the complex networks.

B. FEvaluation of Complex Network Topology

In this subsection, we use the relationship between between-
ness centrality and degree of node to be part of the evaluation.
Mahadevan and Krioukov found that this relationship follows
the power-law distribution [26], and we apply our search algo-
rithm to verify it in a B3 A scale-free network.

In our search process, if any node is searched for in any step,
we consider its betweenness centrality increases by one; there-
fore, in whole |V|(]V] — 1) times of searches, the betweenness
centrality of one node is also its frequency of being visited. An
experiment is made to show the effectiveness of the proposed
method, and H DL.S with 5 hunters is applied in a I3 A scale-free
network with 500 nodes. The visiting times of each node are
recorded as

v v
zlgst Zlgst
s5,t= 5,t=

Cli) = —> =2 .

= W=D = 2a9500°

where C(i) € [0,1], g denotes one path from s to ¢ passing
through node :. Then, the relationship between betweenness
centrality and degree of 500 nodes in a B A scale-free network
is performed, as shown in Fig. 10. It obviously follows the
power-law distribution in exactly the same way as the the result
in [26]. Fig. 10 shows that a higher degree node corresponds
to higher betweenness centrality, since betweenness centrality
of a node signifies its importance in the entire network. A few
high degree nodes are critical and affect the robustness of the
network, which complies with the analysis of B A scale-free
topology. Overall, the results agree with the research in BA
scale-free networks.

C. Keyword Extraction

In this subsection, we realize keyword extraction by complex
network approaches.
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The evaluation of reliability is an important part in the complex network study,
and the index of reliability is the premise and the basis of such evaluation for
complex network. Here, based on both real network and many complex network
models, the reliability indexes for evaluating the reliability of complex network
are collected and summarized. More evaluation indexes are expected to be the
basis and the reference for the reliability evaluation of complex network in the
future.

Key words assigned by human annotators:
complex network models; reliability indexes; robustness evaluation; vulnerability

collected
summarized/ m fut
/omplexx\networ e
part real
evaluation . index/study
important
. . models
indexes— reliability
evaluating
expected reference premise

basis

Fig. 11. Sample network constructed for keyword extraction from an simple
abstract.

The initial task is to build a complex network from a text.
We remove useless words, which cannot be keywords, such as
“the,” then each word is presumed to be one node in the network,
and the relation is the connection of two successive words. It is
worth noting that the constructed network is a kind of scale-free
network, since its construction has preferential attachments sim-
ilar to B A scale-free work, where some words are used very fre-
quently. When shown in figures, these words are more likely to
connect with new nodes, a process called the “Matthew Effect.”
This kind of network is suitable for search by our method. Once
the network is constructed, H D LS is applied to search in it and
obtain the betweenness centrality as the measuring standard. Fi-
nally, the keywords are ranked by their betweenness centralities.

An experiment is carried out to show its effect. The text of
an abstract is listed below where the useful words are in bold
and are considered as nodes. Through their relationships in the
text, the corresponding network is built up and shown in Fig. 11.
This is a simple network with 20 nodes, running H DLS with
4 hunters runs, and the betweenness centrality of each node is
calculated. The betweenness centrality of each node is obtained
and listed sequentially in Table X. we give a sequential number
to each word as a node in the network, which follows the order
of appearance in the text, and the betweenness centrality is set as
the rank score. By sorting, the value of rank score in sequence
from high to low is (2, 5, 1, 6, 10, 14, 18, 7,9, 3, 4, 17, 15,
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TABLE X
THE RANK SCORE OF EACH WORD IN FIG. 11

1. evaluation: 0.285526
4. part: 0.109211

7. study: 0.121053

10. basis: 0.2

13. models: 0.0723685
16. collected: 0.0986842
19. reference: 0.075

2. reliability: 0.381579

5. complex: 0.297368

8. index: 0.0913684

11. real: 0.0605263

14. indexes: 0.176316

17. summarized: 0.106579
20. future: 0.0605263

3. important: 0.109211
6. network: 0.280263
9. premise: 0.110526
12. many: 0.0881579
15. evaluating: 0.1

18. expected: 0.126316

16, 8,12, 19, 13, 11, 20). Generally, some percentage of highest
ranking words are selected as the candidate keywords. We pro-
vide the lower bound of betweenness centrality to be 0.15 in this
figure; if the value is higher, it shows greater importance in this
network, and is also the vulnerable node in the network. The
importance of words, which are out of bounds are 2. reliability
(0.381579), 5. complex (0.297368), 6. network (0.280263), 1.
evaluation (0.285526), 10. basis (0.2), 14. indexes (0.176316),
giving 6 words in total. If any word has a connection with the
other one, they can be put together into a phrase. After disposing
ofillogical phrases, the final results are reliability evaluation; re-
liability indexes; complex network; basis. As shown in Fig. 11,
the keywords identified by human annotators are complex net-
work models; reliability indexes; robustness evaluation; vulner-
ability. The words, which are identical with the real situation
are complex, network, reliability, indexes, evaluation, giving 5
words in total. Therefore, the number of returned words is 6, the
number of retrieved words is 8, the number of relevant words
is 5. The recall is the rate of relevant results to returned results,
denoted as follows:

relevant results

.
Reeall = x100% = é * 100% = 83.3%,

returned results

while the precision is the rate of relevant results to retrieved
results, denoted as follows:

relevant results

_
Precision= *100% = 5*100%:62.5%.

retrieved results

The results show our method has the reasonable recall and
precision to this short text. Nevertheless, in order to get the best
results, many factors should be considered. One of the most im-
portant of these is the fitness of a word. Some words rarely ap-
pear in the text but have high significance, so their fitness is
very high, even if their used frequency is low, such as the word
“models” in the experiment text. Further work is required to per-
fect the applicable algorithm for keyword extraction.

VI. CONCLUSIONS AND OUTLOOK

Path seeking, one of the most useful research domains in
complex networks, requires greater attention and further study.
In this paper, we introduce a novel search strategy—highest de-
gree likelihood search algorithm, based on complex networks.
Additional hunters are recruited to accelerate the speed of
search and to lower the average search step. A state transition
matrix of Markov chains is applied to show how the proposed
method works. Conclusively, a simulation of comparison with
classic search algorithms in different kinds of complex network
models and three applications are carried out, and our algorithm
achieves the goal of effectiveness and efficiency. However,
there are some flaws in our algorithm, such as extra hunters de-
manding extra query information, which means that the search
expense is increased. For some kinds of real network, which
require extremely low query information, like communications
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networks, the proposed algorithm may cause network conges-
tion when the number of hunters is large enough. Therefore, a
way to reduce search information is our next challenge.

In our future work, one of the important challenges is to pre-
vent hunters from collision which may greatly raise the search
speed. The other unsolved problem is how to determine the most
appropriate number of hunters in each specific network, which
can be solved by mathematical analysis but needs further study.
As shown in the last section, we could anticipate that using the
method in complex networks has great potential to solve key-
word extraction problem; therefore, it is worth exploring ways
to improve the proposed method.
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